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News for the Board of Directors, March 2018

Dear members and friends,
This is a great presentation. Mark Carney, Governor of the
Bank of England, and Chairman of the Financial Stability
Board, spoke at Regent's University, London, about
“Reflections on leadership in a disruptive age”.

Introduction
I was asked to reflect tonight on leadership and values. This is somewhat
dangerous territory, and certainly one that creates a target-rich
environment for critics who can spot gaps between preaching and
practising.
Indeed, a review of a recent book on leadership and values suggested that
it’s very publication signaled overconfidence – the complacency before the
storm – and cautioned that CEOs and investors ought to be wary of the
‘curse of authorship’.
There are countless examples of pride coming before the fall in finance.
Think of those who dubbed the period before the Global Financial Crisis
the ‘Great Moderation’. Or the four most expensive words in the English
language.
But, because we can learn from experience, and because leadership lies at
the heart of Regent’s University’s mission- literally ‘Developing tomorrow’s
global leaders’ - I will forge ahead.
I will begin by reviewing the main activities of leaders and the core
attributes of leadership. I will try to address what leadership is and isn’t
and whether it’s inherent or can be developed.
I will conclude with some perspectives on the challenges and opportunities
you will face leading in our disruptive age.
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Leadership Activities
It’s important to distinguish between what leaders do and who they are.
Of the many things leaders must do, I would emphasise three:
1. Finding and developing the right people;
2. Setting priorities; and
3. Catalysing action.
To read more:
https://www.bis.org/review/r180220g.pdf
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EBA launches 2018 EU-wide stress test exercise

The European Banking Authority (EBA) launched its 2018 EU-wide stress
test and released the macroeconomic scenarios.
The adverse scenario implies a deviation of EU GDP from its baseline level
by 8.3% in 2020, resulting in the most severe scenario to date. The EBA
expects to publish the results of the exercise by 2 November 2018.

Key features of the exercise
The stress test is designed to provide supervisors, banks and other market
participants with a common analytical framework to consistently compare
and assess the resilience of EU banks to economic shocks. For the first
time, it incorporates IFRS 9 accounting standards. No pass-fail threshold
has been included as the results of the exercise are designed to serve as an
input to the Supervisory Review and Evaluation Process (SREP).
The EBA's 2018 stress test methodology was published in November 2017
and is to be applied to the scenarios released today.
The baseline scenario is in line with the December forecast published by
the European Central Bank (ECB), while the adverse scenario assumes the
materialisation of four systemic risks, which are currently deemed as
representing the most material threats to the stability of the EU banking
sector:
-

Abrupt and sizeable repricing of risk premia in global financial
markets, which would spill over to the European countries and lead to
a tightening of financial conditions;

-

Adverse feedback loop between weak bank profitability and low
nominal growth resulting from the decline in economic activity in the
European Union. This will affect, in particular, banks in those countries
facing structural challenges in their banking sector;

-

Public and private debt sustainability concerns amid potential repricing
of risk premia and increased political uncertainty;
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-

Liquidity risks in the non-bank financial sector with potential spillovers to the broader financial system.

The adverse scenario is designed to ensure an adequate level of severity
across all EU countries. The implied EU real GDP growth rates under the
adverse scenario amount to -1.2%, -2.2% and +0.7%, in 2018, 2019 and
2020 respectively.
Overall, the scenario implies a deviation of EU GDP from its baseline level
by 8.3% in 2020, resulting in the most severe scenario in terms of GDP
deviation from baseline levels compared with the previous EBA exercises.
Detailed information about the scenario can be found in the note produced
by the European Systemic Risk Board (ESRB).

Process
The adverse macroeconomic scenarios have been developed by the ESRB
and the ECB in close cooperation with the EBA, competent authorities, and
national central banks.
The EBA, which is responsible for coordinating the whole exercise,
developed a common methodology and will act as a data hub for the final
dissemination of the results, in line with its commitment to enhancing the
transparency of the EU banking sector. Competent authorities will assure
the quality of the results and decide on any necessary supervisory reaction
measure as part of the SREP process.
To read more:
http://www.eba.europa.eu/documents/10180/2106649/2018+EUwide+stress+test+-+Methodological+Note.pdf
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Market-based finance - a macroprudential view
Sir Jon Cunliffe, Deputy Governor for Financial Stability of the Bank of
England, at the Asset Management Derivatives Forum, Dana Point,
California.

In 1849 Thomas Carlyle branded economics as the ‘dismal science’. That
was almost certainly unfair. But unfair or not, the tag has undeniably stuck
fast; the public’s perception of economists is that it is a gloomy
profession.
Central banking generally has picked up much of that gloomy reputation,
along with a reputation for being pretty unintelligible - and occasionally
deliberately so.
But within the profession of economists and the community of central
bankers in the years since the financial crisis, the prize for gloominess, and
perhaps for unintelligibility, probably goes to those of us charged with
financial stability and what is now known as macroprudential policy.
The root cause lies in what we do – or perhaps more accurately in what we
are trying to achieve which is very different to that other core objective of
central banks, monetary stability.
Those of us pursuing monetary policy are essentially concerned with
central probabilities. The task is to make the best forecast we can of how
the economy and inflation pressures will evolve and to adjust policy to
ensure the outcome is consistent with monetary stability.
Financial stability by contrast is more about the tail of the probability
distribution than the central probability – about what could happen rather
than what is likely to happen.
Our task is to ensure the financial system avoids very bad outcomes. Or, if
they cannot be avoided, that the system can weather them without
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breaking down and without acting as an amplifier of stress.
Though infrequent and unlikely, the events we lived through 10 years ago
demonstrated that such breakdowns not only can happen but are also
extremely costly when they do happen.
So although it may appear gloomy, we are always looking for the downside
risk, always asking what risks could the financial system generate, what
risks could it withstand, what risks could it amplify? And, by extension,
whether it is worth insuring against those risks crystallising.
The past of course gives us some guide. We know many of the things that
have caused financial crises in the past that we need to prevent causing
problems in the future.
But our job is not just about preventing the last war; it is also about
anticipating and assessing new risks as the financial system grows and
evolves. And, where justified, taking action to address them.
It is against that gloomy – some would say dismal – background that I
want to discuss today how I view the growth and development of marketbased finance in recent years.
To read more:
https://www.bis.org/review/r180221a.pdf
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Increasing Product Complexity: What’s at Stake?
Commissioner Kara M. Stein, remarks at SEC Speaks

Good morning. Thank you, Bill [Hinman] for that kind introduction.
As always, it is a pleasure to be with you today at SEC Speaks.
Before I continue, I will remind you that the views I express here today are
my own and may not necessarily reflect those of my fellow Commissioners,
or of the staff of the Commission.
It’s my understanding that this is the 47th year of SEC Speaks. Much has
changed in our capital markets since 1972. Computers now allow investors
to access a myriad of investment options from common equity to complex
financial instruments within minutes.
Both large and small investors have more investment options at their
fingertips—and I mean that literally—than ever before. Computers also
allow financial products to be developed and sold more quickly than ever
before. This high rate of financial innovation and engineering can be
beneficial, but it also can present challenges.
I still remember the ashen faces of the Secretary of the Treasury and the
Chair of the Federal Reserve when they came to the Senate Banking
Committee seeking authorization for a massive federal government
intervention during the financial crisis. Financial engineering of complex
institutional investment products (such as credit default swaps and
collateralized debt obligations) were at the heart of the financial crisis.
Now, over a decade later, we live in the ‘era of the possible.’ Advances in
financial innovation and engineering have enabled the development of new
and even more complex financial products.
These advances have also allowed the rapid proliferation of these products
into the hands of retail investors.
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We know we can build products that take advantage of our technological
and engineering capabilities.
But the question should not be: “Can we develop and sell to investors a
product that does XYZ?” The question ought to be “Should we develop or
sell to investors a product that does XYZ?”
Allow me for a moment, to take you back in time more than 100 million
years—to the Jurassic and Cretaceous periods—when dinosaurs roamed
the earth.
You can imagine that these remarkable forms of life looked spectacular
from a distance, but up close they were probably quite frightening. Steven
Spielberg’s movie, Jurassic Park, paints the picture well.
To the park guests, the prehistoric animals were jaw-droppingly majestic,
at least from a distance. Up close, however, some of the dinosaurs were
unpredictable, if not outright scary.
The scientists that created them did not fully understand their capabilities,
the unintended effects, or the collateral damage that would inevitably
ensue.
The scientists failed to control the park because of what boiled down to a
misunderstanding of their highly engineered breeding process. As Dr. Alan
Grant noted in the movie, “life found a way.”
By referencing Jurassic Park, I am not suggesting that every complex
product is equivalent to a tyrannosaurus rex or velociraptor—that is,
something scary, dangerous, and unpredictable.
All investments have at least some risk. And I recognize that there is a
sliding scale of complexity.
But what I would like to do is ask whether certain products are appropriate
for all investors? How are these products being sold, particularly to retail
customers? Even if the disclosure is perfectly clear, does it appropriately
inform investor decision-making? If the Jurassic Park guests really
understood what could go wrong, do you think they would go on the tour?
Although strategies involving derivatives may date back to at least the 6th
century B.C., when the Greek philosopher Thales bought options on olive
presses, they have gotten much more esoteric and complex since then.
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Products, strategies, and structures using derivatives can range in
complexity now, from covered call strategies on the “simpler side” to the
far more exotic.
Things like straddles, strangles, iron condors, iron butterflies, twin-win
notes, worst of notes, and buffered super track notes come to mind. It
seems like the more odd the name, the more complex the product.
To read more:
https://www.sec.gov/news/speech/stein-sec-speaks-increasing-productcomplexity
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Supervision in a post-Basel III world
Keynote address by Mr Agustín Carstens, General Manager of the BIS, at
the 13th Asia-Pacific High-level Meeting on Banking Supervision,
Singapore.

Introduction
Ladies and gentlemen, good morning.
I am delighted to join you today at my first Asia-Pacific High-level Meeting
on Banking Supervision. I would like to thank the organisers for the
invitation. Let me also take this opportunity to extend my gratitude to the
Monetary Authority of Singapore for their warm hospitality and superb
organisational arrangements.
One key development in the past year has no doubt been the finalisation of
Basel III. It is a landmark achievement that significantly strengthens the
capital and liquidity shock absorbers within the global banking system and
at individual banks.
The finalisation of Basel III is a reminder of the public good that can be
achieved with international cooperation, but this does not mean that we
can now let our guard down and be complacent. Indeed, the heavy lifting
for banking organisations and prudential authorities - that is, effective
implementation of the new rules and robust supervision in the post-crisis
environment - has only just begun.
In that context, my remarks will not be about the regulatory reforms but
will give emphasis to the less glamorous yet equally important subject of
day-to-day supervision. As all of you are undoubtedly aware, no amount of
financial buffers - even those under Basel III - can ever be a substitute for
effective supervision. The overall theme that I would like to convey will
therefore be "going back to basics" - that is, alongside the new regulatory
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framework, effective supervision remains essential for fostering the safety
and soundness of both individual banks and the broader financial system.
Indeed, the demands placed on supervisors are greater than ever. On the
one hand, they must be able to digest and oversee a complex set of new
rules. On the other, they must also have a nuanced understanding of each
regulated entity's overall risk profile and be able and willing to take actions
at an early stage, perhaps well before there is tangible evidence of
deterioration in a bank's financial condition.
The latter responsibility, in particular, is critical because effective
supervision is countercyclical in nature and can be much more powerful
than any regulatory-oriented countercyclical tools that have been
developed post-crisis.
With this in mind, I will talk about three key challenges in the conduct of
effective supervision:
-

first, the need to maintain and, if necessary, improve the monitoring of
the main traditional sources of risks, such as asset quality deterioration
and provisioning;

-

second, to adjust the scope of supervisory reviews to address new risks,
such as those associated with technological developments; and

-

third, to develop and utilise new forward-looking supervisory tools to
enhance the supervisory review of both traditional and emerging
sources of risk.

Asset quality
One key area of supervisory focus is asset quality and credit risk - that's the
single biggest form of risk in most banking systems, including in Asia.
Loans typically comprise the largest portion of bank assets in most
jurisdictions; therefore, the quality of the loan portfolio drives an
institution's earnings capacity and is a good barometer of its financial
health.
With this in mind, the supervisory review of asset quality plays a key role in
assessing a firm's overall risk profile and in determining whether the
minimum regulatory capital requirements are sufficient in relation to a
bank's identified risks.
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As an example, during cyclical upswings - as is the case in many Asian
countries that have benefited from favourable economic conditions, low
real rates of interest, continued capital inflows, rapid credit growth and
rising asset prices - loan underwriting standards and credit administration
practices of banks may come under pressure.
Strong, proactive supervision can flag degradations in credit origination
standards to a bank's board and senior management at an early stage.
Through thematic reviews, supervisors can also determine whether a
relaxation of credit underwriting has become an industry-wide issue. In
these cases, the insights provided by supervisors can help inform whether
changes to prudential policy or possibly macroprudential measures are
needed.
When problem assets do build up, supervisors also play a crucial oversight
role in ensuring the timely identification and measurement of nonperforming assets. It is hard to believe but, until April 2017, when the Basel
Committee on Banking Supervision (BCBS) issued guidance on the
prudential treatment of problem assets, there was no globally harmonised
definition of a "non-performing exposure".
With this publication, supervisory authorities now have a basis to adopt a
uniform definition for a non-performing asset (NPA) - and to enforce its
application through on-site supervision - which should, one hopes, foster
an early identification of NPAs.
Another crucial aspect of dealing promptly with problem loans is to ensure
that loan loss provisions are adequate to absorb incurred and expected
losses. Indeed, unless there is integrity in the loan loss provisioning
process, it is meaningless to assess capital adequacy, even under Basel III.
This is because underfunded provisions necessarily overstate both reported
earnings and regulatory capital. Consider also that a 5% decline in loan
values will eliminate the minimum Common Equity Tier 1 capital
requirements under Basel III.
For these reasons, supervisors play a critical oversight role to ensure that
banks conduct rigorous provisioning practices on NPAs. At the same time,
I am aware that in many jurisdictions - although less so in Asia - provisions
are governed solely by applicable accounting rules and there are limits to
what supervisors can do unless they have sufficient powers. From my
vantage point, there is a case for prudential supervisors to seek powers, if
not yet available, to impose adjustments to regulatory capital when
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accounting provisions are insufficient to cover expected losses from a
prudential perspective.

Fintech and cyber-security
While supervisors need to stay focused on traditional risks, such as poor
asset quality, they also need to be mindful of innovations that can have a
bearing on prudential supervision.
Fintech - the use of technology in the delivery of financial services provides a unique opportunity to democratise finance, while it also raises a
range of old risks and introduces new ones.
In this regard, it may be useful to note that a recent BCBS paper on the
implications of fintech developments on banks and supervisors assesses
how technology-driven innovation in financial services may affect the
banking industry and the activities of supervisors.
I am aware that fintech issues will be covered extensively at this High-level
Meeting. Therefore, I will limit my remarks to three issues that can have an
effect on existing supervisory processes as a means to highlight the broader
supervisory implications unleashed by fintech.
1. Credit underwriting: Our traditional view of credit underwriting
standards is being transformed in the fintech space, where players use "big
data" and mine information from social media to develop algorithms in
evaluating creditworthiness.
Supervisors need to understand these methodologies not only to perform
backward-looking analysis when a loan turns sour, but also to spot
evolving problems. A key question here is how supervisors will judge the
quality of credit underwriting under these new methodologies.
2. Scale and speed of fintech: Fintech by its nature has both a need (smallsized, high-volume transactions) and ability to scale much faster than
traditional banks. Therefore, the notion of what constitutes "rapid growth"
- a traditional area of concern for supervisors - will be challenged by the
fintech model.
In this regard, supervisors need to be particularly astute in their
supervisory risk assessments, as any underlying problems that go
undetected can multiply much more quickly than what supervisors may be
accustomed to.
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3. Cyber-security: Cyber-risk is a key area of concern, particularly as more
consumers and businesses rely on digital platforms to transact financial
services. Authorities are taking different approaches to regulating and
supervising cyber-risks.
On the regulatory front, differences begin at a fundamental level, starting
with whether the nature of cyber-risk is amenable to specific regulatory
requirements. Supervisory approaches are also evolving and practices
appear to be an extension of their existing risk-based supervisory
frameworks that cover technology and cyber-risks.
Whether existing approaches are sufficient to address the growing threat
posed by cyber-attacks must now become a key area of supervisory focus.
Designing a "fit for purpose" regulatory and supervisory regime applicable
to technological developments is a formidable challenge.
Regulators have a difficult balancing act, as they need to ensure all relevant
risks are contained, provide a level playing field, and at the same time
foster an innovative, competitive and secure financial ecosystem that can
be trusted.

Back to basics: make supervision more forward-looking
I mentioned at the beginning of my remarks that effective supervision is an
essential complement to the regulatory reforms. One simple way to think
about the Basel III reforms is to view them as enhanced capital and
liquidity buffers that need to be contextualised against the various risks a
banking organisation is inherently exposed to (that is, credit, market,
interest rate, liquidity, operational, business and other material risks). An
assessment of these risks - and how well they are managed - can only be
addressed through the practice of supervision.
Indeed, it is only through the supervisory review process that supervisors
can form opinions of an institution's overall risk profile, which, in turn,
drives a range of supervisory actions designed to address problems at an
early stage, before earnings and capital of the bank are affected.
Arriving at such decisions, however, is easier said than done. It requires the
exercise of sound judgment backed by critical analysis. Let me provide one
example to illustrate.
Perhaps the leading indicator of a bank's future risk profile is the quality
and effectiveness of a bank's governance and risk management practices.
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Supervisors are usually expected to take actions when risk management
shortcomings are identified, depending on the nature of their findings. But
what exactly constitutes "sound risk management"? And at what point do
weaknesses in risk management become a supervisory concern?
There are no simple answers. Yet, given the significance of these
assessments in constraining excessive risk-taking at banks, opportunities
exist to share methodologies and exchange views among supervisors and I might add - risk managers at banks, to achieve mutually desired
outcomes.
Since the financial crisis, more emphasis has been placed on the
development of new supervisory tools that have come to be labelled as
"forward-looking supervision".
These tools include supervisory scrutiny of the sustainability of business
models; a review of compensation arrangements to ensure that incentives
do not encourage excessive risk-taking; and an assessment of the culture
and behaviour of banks, in some cases through the use of behavioural
psychologists.
Collectively, these new supervisory methodologies are welcome
developments, but only time will tell whether these tools can be effective in
applying early intervention measures while a bank's financial condition
remains sound.

Concluding remarks
Let me conclude with three key messages:
-

First, completion of the Basel III reforms is a significant milestone and
provides much needed regulatory certainty to the banking sector.

-

Second, effective supervision continues to be an important, but
sometimes forgotten, element of the post-crisis reforms. It provides
context to, and reinforces, Basel III. In a post-crisis world, supervisors
will need to stay focused on traditional risks such as asset quality. At
the same time, they must keep an eye on emerging risks, such as the
evolving fintech landscape and the way it can transform our traditional
approaches to identifying and assessing risk. In both cases, they will
need to utilise new forward-looking assessment tools and to better
employ existing ones to identify and resolve problems at an early stage.
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-

And third, although it may not be sufficiently emphasised, perhaps the
most powerful countercyclical tool available to prudential authorities is
their army of front-line supervisors. They are the eyes and ears of
policymakers and they see first-hand the impact of, for instance,
monetary policy decisions on bank behaviour and risk-taking. Working
in concert with risk managers at banks, supervisors are best positioned
to say "no", even when society and indeed some governments are
saying "yes".

With these considerations in mind, I believe that our Financial Stability
Institute (FSI) can play a key role in advancing the supervisory agenda.
Through its publications and outreach events such as this High-level
Meeting, the FSI facilitates the exchange of supervisory experiences and
approaches on a range of prudential issues. It also contributes to capacitybuilding for supervisors around the world.
I therefore wish you a productive meeting with fruitful discussions. Thank
you very much for your attention.
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Brief thoughts on the financial regulatory system and
cybersecurity
Randal K Quarles, Vice Chairman for Supervision of the Board of
Governors of the Federal Reserve System, at the Financial Services
Roundtable 2018 Spring Conference, Washington DC.

Thank you very much for having me here at the Financial Services
Roundtable's spring meeting. I am pleased to speak with you all about our
financial regulatory system: both the broad principles that have been
directing my approach to evaluating the regulatory system, as well as
cybersecurity, which is a topic of great import to financial system
participants and their regulators.

Efficiency, Transparency, and Simplicity of Regulation
As I have said before, we have an opportunity to improve the efficiency,
transparency, and simplicity of regulation. We have spent the past decade
building out and standing up the post-crisis regulatory regime, and as a
result we have made critical gains. The financial system is undoubtedly
stronger and safer. We have robust capital and liquidity levels, an effective
stress testing regime, and improved resolvability of our largest firms.
But at the same time, it is our responsibility to ensure that those rules are
effective. And if we identify rules that are not working as intended, we
should make the necessary changes. With the benefit of hindsight and with
the bulk of our work behind us, now is a natural and expected time to
evaluate the effectiveness of that regime.
Our efforts toward implementing those principles are underway. Federal
Reserve Board staff members continue the review that I have previously
outlined. The goal is to consider the effect of past regulatory initiatives on
the resiliency of our financial system, on credit availability and economic
growth, and more broadly, their costs and benefits. I am confident that that
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review will reveal some clear ways that we can improve the core post-crisis
reforms.

Cybersecurity
Let me now turn from regulation to supervision, and more specifically, to
the topic of cybersecurity, which continues to be a high priority for the
Federal Reserve.
The Federal Reserve is committed to strategies that will result in
measureable enhancements to the cyber resiliency of the financial sector.
Given the dynamic and highly sophisticated nature of cyber risks,
collaboration between the public sector and private sector toward
identifying and managing these risks is imperative.
While we know that successful cyber attacks are often connected to poor
basic information technology hygiene, and firms must continue to devote
resources to these basics, we also know that attackers always work to be a
step ahead, and we need to prepare for cyber events.
Many of you provide services that are critical to maintaining the
functionality of the financial system. Those critical services should be
highly resilient. But at the same time, some of the solutions in place to
improve the resiliency of those critical services may actually contribute to a
cyber event.
One example would be the replication of bad data across data centers. As
the Federal Reserve thinks about its financial stability mandate, this
concern will be a particular focus. Solutions will not come easily, but I am
confident that with strong public and private efforts, solutions will emerge.
The Federal Reserve also focuses on the sharing of threat information and
collaborates with a number of partners toward protective mechanisms. We
work with other domestic agencies as well as international authorities, and
we have partnerships between the public and private sectors to introduce
and participate in programs that combat the increasingly frequent and
sophisticated cyber threats.
Specifically, we collaborate with government and industry partners to plan
and execute cybersecurity tabletop exercises focused on identifying areas
where sector resilience and information sharing can be enhanced. We also
participate in community and industry outreach forums and actively share
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threat intelligence with sector partners including the Financial Services
Information Sharing and Analysis Center (FS-ISAC). And we encourage
financial institutions to work collectively through arrangements such as
FS-ISAC so that threat information can be shared promptly and effectively.
Collaboration among many stakeholders on cybersecurity is critical to
progress. The Federal Reserve has been working with, and will continue to
work with, other financial regulatory agencies on harmonizing cyber riskmanagement standards and regulatory expectations across the financial
services sector.
Specifically, we are focused on aligning our expectations with existing best
practices, such as the National Institute of Standards and Technology's
Cybersecurity Framework, and identifying opportunities to further
coordinate cyber risk supervisory activities for firms subject to the
authority of multiple regulators.
We support industry efforts to improve harmonization across the sector,
which are complementary to achieving our regulatory safety and soundness
goals.

Conclusion
The Federal Reserve continues to work toward improving both post-crisis
regulation and our approach to cybersecurity.
I hope that my intention to lay out the broad principles guiding us as we
move forward was helpful. And while many of the areas will require
additional work and may not have fast results, the Federal Reserve is
committed to getting it right, and I look forward to those efforts.
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Prospects for, and obstacles to, greater proportionality in
regulation - a supervisor's perspective
Dr Andreas Dombret, Member of the Executive Board of the Deutsche
Bundesbank, at the second Regional Banking Conference of the State of
Hesse, Brussels.

1. Introduction
Ladies and gentlemen
I would like to start by thanking you very much for the warm welcome and
for inviting me to this event.
When I was asked to speak to you here today about the prospects for, and
obstacles to, greater proportionality in banking regulation, I jumped at the
opportunity - and I did so because this is a topic that is especially close to
my heart.
Let's take a look back: when the debate first started in 2016, I sought to
have the Bundesbank review whether smaller credit institutions were
unduly burdened by regulation. And once we were able to show clear signs
of this, I decided that the Bundesbank should be quick to turn the debate
towards potential solutions.
This is all the more important to us because we regard diversity as a key
attribute, not only in nature and our society but also in our economy and
the banking sector.
After all, diversity is crucial to economic development, too - it means
increased competition for the best approaches, more choice in decisionmaking, and greater innovation.
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Today, I have been presented with the task of talking about regulatory
proportionality from a supervisor's perspective.
As you have already heard what the credit institutions have to say, I need
only give a rough overview of the reasons for greater proportionality and
the burdens weighing on smaller institutions.
Instead, I will focus on the prospects for, and obstacles to, greater
proportionality, before wrapping things up by outlining what greater
proportionality in the EU might look like.

2. Why do we need greater proportionality?
The arguments in favour of greater proportionality are myriad - you have
doubtless spoken about many of the reasons for it at this conference
already. And, as far as banking supervisors are concerned, too, there are
strong arguments as to why greater regulatory proportionality is needed.
Now that the financial crisis is over, we have stricter rules and a common
European approach to supervision in the form of Basel III and the banking
union. These rules are mainly geared towards large banks with
international ties, which is not exactly surprising considering these banks
were the ones at the epicentre of the crisis.
In Europe, however, the international standards since Basel I have been
applied to all banks. In this sense, we have a single rulebook for the EU
that is designed to guarantee a level playing field. That's one side - the
bright side - of the coin.
On the flip side - the tarnished side, so to speak - this unity has come at
much too a high cost to smaller and medium-sized institutions ever since
Basel II.
The Basel III reforms have made it even harder for these banks, as the
rules are getting more and more complicated and explicit, and the list just
keeps getting longer.
This is increasing the compliance workload - that is, the effort associated
with meeting the requirements as well as demonstrating that they have
been met.
In fact, these rules are well suited to the lion's share of increasingly
complicated banking business - but the reality is that not all banks and
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savings banks have as complex a set-up as is assumed under the new
framework.
After almost a decade of regulatory reform, the international community of
banking supervisors has been asking itself a number of questions for some
time now.
In which areas are reforms counterproductive? Where are they
disproportionate? To come to the point straight away, we can only answer
these questions if we start by looking at the excessive strain placed on
smaller and less complex institutions.

3. Opportunities and obstacles: reduce operational burden,
retain minimum capital and liquidity requirements
What, then, do the burdens faced by smaller and medium-sized institutions
look like? There is one point I would like to make quite clear. The problem
is not so much capital or liquidity requirements but rather the high
operational burden as a result of implementing these regulations and
complying with them.
This burden is considerable for all institutions, regardless of their size.
However, small institutions, owing to their smaller staff sizes, are far less
able to spread the costs of compliance across their employees and have to
either hire additional staff or enlist external help. This tends to lead to
proportionally higher burdens.
The diagnosis is therefore clear: small and medium-sized institutions are,
to a certain extent, groaning under the weight of increasingly complex
regulation, which often goes above and beyond the level of complexity seen
in their business models.
But what is the right course of action? Before we administer any form of
medication, I would like to outline three principles that need to govern
treatment.
First, financial stability must remain our primary concern. In concrete
terms, this means that institutions that are systemically important or
pursue a risky business model cannot expect any easing of requirements.
Second, the concept of the rule of law means, in short, that all relief
measures must conform to the principle of equal treatment.
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Third, treatment is likely to be most effective where discomfort is greatest in other words, it should target the day-to-day burden for institutions with
low-risk business models. Any easing of solvency or liquidity rules is out of
the question.
Allow me to expand on the last point: virtually all smaller institutions
already meet capital and liquidity requirements. Recently, when finalising
Basel III, we saw to it that smaller institutions, in particular, would not be
unduly burdened. While globally systemically important institutions are
now subject to slightly stricter requirements commensurate with risk,
small and medium-sized banks have scarcely been affected - in fact,
requirements have been eased for many small German institutions.
To put it in no uncertain terms, sufficient capitalisation and liquidity is the
most important line of defence for banking supervision and financial
stability. With that in mind, there can be no leeway as far as this is
concerned.

4. Greater proportionality in the EU
Within the framework of the principles I just mentioned, new treatments
are providing considerable scope for banking regulation that is more
proportionate for, and thus more reconcilable with, smaller and less
complex institutions.
In the EU, work on this was kicked off in 2016 with an initiative launched
by the finance ministers of the United Kingdom and Germany. As this topic
has also kept us at the Bundesbank very busy, we had our say a short time
later by presenting initial concrete proposals for increasing proportionality
in Europe. We have been working on improving and fine-tuning our
proposals ever since.
As part of its general overhaul of EU banking regulation, the European
Commission put forward proposals for strengthening the principle of
proportionality.
The European Parliament then produced a draft report, on which it was
possible to submit comments until recently. While completing the report is
not the final step, it's nevertheless an important step for the legislative
process.
At this point, I would like to say a special word of thanks to rapporteur
Peter Simon for his excellent work. The proposals for eased requirements
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in the areas of disclosure and reporting are highly extensive and, to my
mind, a very welcome development.
Furthermore, we consider it a good thing that the thresholds are to be
raised for trading book institutions. It is much to my regret, however, that
a general approach - such as the small banking box - was rejected. I'll come
back to this shortly.
Without wishing to anticipate the final result of the legislative process, I
would like to paint a picture of how we, as German banking supervisors,
need to tackle the issue of proportionality in the EU. With that in mind,
let's turn our attention to three key questions: who, how, and what?
Let's begin with "who", as in who should be subject to eased requirements.
As I have already mentioned, we are focusing on small institutions. In
other words, the target group comprises institutions with a manageable
level of total assets.
The problem is that the definition of "manageable" varies from country to
country in the EU. In order to account for this heterogeneity, we will
probably set an absolute threshold value for total assets combined with a
relative threshold value that takes national GDP into account.
This quantitative threshold value will be accompanied by additional
criteria in order to prevent institutions with riskier business models from
benefiting from simplified rules.
Thus, banks to which reduced requirements apply are not permitted to use
internal models; they ought to have a small trading book and carry out
derivatives transactions to a limited extent only; and they may not
participate to any meaningful extent on the capital market or in crossborder activities.
But as experience has taught us that it is all but impossible to draw up an
exhaustive list of criteria covering all eventualities, the final decision must
rest with the supervisors. And, of course, banks should ultimately also have
the opportunity to reject their classification as such an institution.
Now let's turn to "how". There are basically two potential ways of
improving proportionality here.
First, we could take a small-scale approach and introduce simplifications
and exceptions for individual rules.
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Second, we could create a whole new framework that is specifically tailored
to small banks and low-risk institutions. The second solution would be
further-reaching and clearer-cut. But at present, the majorities in Europe
appear to favour the small-scale solution.
And then we still have to consider "what". It is important the emphasis lies
on reducing the administrative workload and minimising the red tape. The
measures we are currently reviewing include exceptions to disclosure
requirements, reductions in the granularity of reporting requirements and
a simplified form of the net stable funding ratio (NSFR).
In deciding which areas could potentially be simplified, we must weigh up
the benefits of regulation - that is to say, the preservation of financial
stability - against the costs generated for the private sector. Essentially, all
regulations that are non-essential to effective supervision are up for
discussion.
Conversely, that also means that many rules are not up for debate,
however. As I have already mentioned, no concessions can be made, in
particular, when it comes to the risk-weighted capital ratio, the leverage
ratio or the short-term liquidity coverage ratio.
One other aspect, I believe, is particularly crucial. The business models of
small banks are neither generally simple nor automatically low-risk - and
that is especially true when seen in their entirety.
A supervisory system that works according to the principle of
proportionality therefore needs to be simple but also robust. Financial
stability must not be jeopardised under any circumstances.

5. Finalised Basel III standard must be implemented
proportionately
For the same reason - that is, to strengthen financial stability - it is very
important that we implement the recently finalised Basel III package fully
in the EU. After all, that's no less than we expect of the US and the other
member countries of the Basel Committee.
But as I see it, full implementation of the Basel III rules doesn't mean that
all banks need to be affected by these highly complex rules to the same
extent. To recap, the Basel standards are primarily aimed at internationally
active banks.
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In this regard, member countries of the Basel Committee are free to apply
other rules to smaller banks that are only active in their own home markets
and do not pose a threat to international financial stability. And this is the
framework we should largely use when revising the EU rules.
For instance, when it comes to a review of the trading book, we at the
Bundesbank are in favour of retaining the simple, standardised approaches
that are currently in place for small institutions with small trading books.
Although the new, complex standardised approach is all well and good for
institutions that engage in substantial trading activity, I don't think they
are suited to locally based savings banks or people's banks.
We also support the idea put forward by the European Commission and the
European Parliament of excluding development banks from the scope of
the CRD/CRR regulatory framework.
Given, above all, the particularities of the business models of German
development banks and their public mandate, I fail to see why these
institutions should be subject to complex international regulation.
In this respect, we at the Bundesbank strongly support the concept of a
criteria-based exemption rule for development banks.
We are also calling for institutions with total assets in excess of €30 billion
to be covered by an exemption.
In doing so, we are going beyond the European Commission's draft
proposal. The report published by the European Parliament, too, follows a
similar train of thought under certain conditions - which means that it's
now up to the German negotiators in Brussels to set the right course.
So what I am saying is that when implementing the Basel III reforms in the
EU, the rules must be applied in full to internationally active banks.
But when it comes to smaller banks that are not internationally active, first,
we should focus specifically on reducing the operational burden by scaling
back or removing inappropriately complex rules.
And second, we need to check whether it would be possible to exempt
entire groups of institutions such as development banks from the European
regulation.

6. Conclusion
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Ladies and gentlemen, the euro area is experiencing impressive economic
growth again for the first time in a decade.
A differentiated banking system is a key pillar of the economy - and I am
convinced that this diversity makes our economy more dynamic and more
resilient.
And we must be careful not to burden this differentiated banking system
unnecessarily through regulation. For us, as supervisors and regulators,
this means addressing parts of the banking regulation that have become
overly complex.
We should not place any disproportionate obstacles in the way of small
institutions and savings banks. It is now up to the European Parliament,
the EU Council of Ministers and the European Commission to pave the way
for substantial improvements.
Together with my banking supervision colleagues at the Bundesbank, I will
continue to strive for greater proportionality in banking supervision. The
current developments in Brussels give us reason to be optimistic.
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A Euro Cyber Resilience Board for pan-European Financial
Infrastructures
Benoît Cœuré, Member of the Executive Board of the European Central
Bank, at the first meeting of the Euro Cyber Resilience Board for panEuropean Financial Infrastructures, Frankfurt am Main.

It is a pleasure to welcome you back to Frankfurt. Our last meeting was in
June last year.
Today, we will discuss the future course of the high-level cyber resilience
forum for pan-European financial market infrastructures, critical service
providers and competent authorities.

Establishment of the Euro Cyber Resilience Board for panEuropean Financial Infrastructures
Recent technological advances have enabled cybercriminals to conduct
ever more sophisticated, precise and powerful attacks.
And nobody is immune to cyber risks, including businesses, financial
infrastructures and public administrations. So we should avoid a "blame
and shame" culture and work together.
The ECB and the Eurosystem are striving to lead by example. At the ECB,
overseers, operators, supervisors and IT security services are working
together more closely on cyber issues.
Within the Eurosystem, there has been close collaboration on
implementing the Eurosystem oversight cyber resilience strategy for
financial market infrastructures that we presented at our last meeting, in
line with CPMI-IOSCO's guidance on this topic.
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The Market Infrastructure Board, which is in charge of Eurosystem
financial market infrastructures, has also scaled up its activities to ensure
the continued cyber resilience of its systems and platforms.
Eurosystem initiatives are part of a growing international effort to combat
cyber threats. The CPMI-IOSCO guidance is being implemented.
In October 2017, the Financial Stability Board (FSB) delivered a stocktake
report of relevant regulations and supervisory practices to G20 finance
ministers and governors, and G7 ministers and governors published the
"Fundamental Elements for Effective Assessment of Cybersecurity in the
Financial Sector".
The FSB will produce a common lexicon of important terms, while the G7
Cyber Expert Group continues to work on third-party risks, cross-sector
coordination and threat-led penetration testing, and will make proposals
for G7 cross-border cyber crisis simulation exercises.
In this context, the Eurosystem aims at coordinating its own activities in
the field of cyber risks with that of market participants and other public
authorities to succeed in protecting the financial system from cyber threats.
I therefore invite you today to become part of the Euro Cyber Resilience
Board (ECRB) for pan-European Financial Infrastructures - a regular
forum where we can work together in a trusted environment.
The ECRB's objective is to enhance the cyber resilience of financial market
infrastructures and their critical service providers, as well as that of the
wider EU financial sector, in line with international standards.
This will be achieved by fostering trust and collaboration and facilitating
joint initiatives - whether among market players or between market players
and authorities. The ECRB will thus contribute to the overall stability of the
EU financial system.
The ECRB will have no formal powers to impose binding measures and will
not make supervisory judgements. Its legitimacy will stem from the
voluntary commitment of its members to abide by its common positions,
statements and strategic views.
The ECRB will be chaired by the ECB, which will be closely involved
together with national central banks and observers from the relevant
European public authorities. This will ensure that the ECRB acts in the
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interest of Europe as a whole. Its common positions, statements and
strategic views will be adopted by consensus.
To kick off the work of the ECRB, we would like to reflect with you on
possible work items which we could address collectively. As part of this, we
will also report on two of our most recent activities.
First, a cyber resilience survey, developed under the Eurosystem oversight
cyber resilience strategy, was conducted across more than 75 payment
systems, central securities depositories and central counterparties
throughout Europe.
As you will see, the survey highlighted a number of very pertinent issues
for discussion, such as cyber governance, training and awareness, and
cyber incident response.
Second, the Eurosystem is currently finalising the main elements of the
European Threat Intelligence-Based Ethical Red-Teaming (TIBER-EU)
Framework.
This is an interesting concept which we hope will raise the level of cyber
resilience in Europe and enable cross-border, cross-authority testing,
which has not been done before.
We look forward to hearing your feedback on these two initiatives. We will
also update you on the forthcoming market-wide exercise, which will
explore the challenges of a specific cyber scenario and see how we can work
closer together in times of crisis.
I am confident that we will have a fruitful discussion. I will now hand over
to my colleague Sabine Lautenschläger, who will make some introductory
remarks from the supervisory perspective.
After that, I would like to invite the European Commission representative
to briefly introduce the very recently published "FinTech Action plan",
which presents some interesting points to be considered with regard to the
cyber resilience of the financial sector. Thank you.
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The Federal Reserve's regulatory agenda for foreign banking
organizations - what lies ahead for enhanced prudential
standards and the Volcker rule
Speech by Mr Randal K Quarles, Vice Chairman for Supervision of the
Board of Governors of the Federal Reserve System, at the Institute of
International Bankers Annual Washington Conference, Washington DC, 5
March 2018.

Thank you very much to the Institute of International Bankers for inviting
me to speak here today.
Among my first areas of focus when I was a very young lawyer starting out
in my career well over 30 years ago was providing advice to foreign banks
and financial firms operating in the United States, and I learned then just
how integral, essential, and welcome a part your firms play in our domestic
financial sector.
Non-U.S. firms serve as an important source of credit to U.S. households
and businesses and contribute materially to the strength and liquidity of
U.S. financial markets, so it is critical-not just as a matter of fairness but as
a matter of our domestic interest-that we as regulators ensure that they
operate in a fair and open financial services sector. I view that as an
important part of my job.
So today I want to share my perspective on the appropriate regulatory
environment for foreign banks operating in the United States, as well as
some thoughts on specific elements of that regime. Before doing that
though, we should take stock of the pre-crisis history of foreign firms
operating in the United States.
First, the financial crisis revealed that in times of stress, international
banking firms with large and complex local operations can contribute to
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instability in those local markets and can require extraordinary support
from local authorities.
Second, a number of foreign financial institutions expanded the size and
complexity of their U.S. operations at a rousing pace and scale prior to the
crisis, and we did not adjust our local regulatory and supervisory
approaches to address the increased risk associated with this expansion.
As a result, the difficulties faced by the U.S. operations of non-U.S. banks
during the crisis mirrored that of their similarly sized domestic
counterparts, underscoring a need for increased resiliency of both domestic
firms and the U.S. operations of foreign banks.
To bolster that resiliency, the environment for foreign banks operating in
the United States underwent a number of changes. While there are
important differences, those changes for foreign firms broadly parallel
many of the changes instituted for domestic firms. My Federal Reserve
colleagues and I have termed these the core post-crisis regulatory reforms:
capital, liquidity, stress testing, and resolution planning.
Of course, the obvious and most prominent difference for foreign firms-as
attendees of this conference certainly know-was the introduction of the
intermediate holding company (IHC) structure, to which the post-crisis
regulatory reforms apply.
In my estimation, these reforms have gone a long way toward meeting our
goal of a more resilient financial system.
That said, we are now at a point-with ten years of experience in setting up
and living with the body of post-crisis regulation-where it is both relevant
and timely to examine the post-crisis reforms and identify what is working
well and what can be improved.
If none of the regulatory measures implemented up to now were capable of
improvement, this would be the first project of this scale and complexity
conducted that had been done exactly right the first pass through.
If there was still work to be done after Hammurabi, there is probably still
some work to be done now after Dodd and Frank. In particular, as I have
said elsewhere, we should be looking to see where we can achieve our
regulatory objectives in ways that maintain our measures' effectiveness,
but improve their efficiency, transparency, and simplicity. As part of that
effort, we will consider additional tailoring and flexibility of our regulations
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in light of their impact on foreign banking organizations (FBOs) based on
lessons learned over the past several years.
To illustrate how I am thinking about these issues, I want to focus in my
remarks today on two specific regulatory examples. These are, of course,
not an exhaustive list of work to be done in the regulation of FBOs, but they
tend to be near the top of the feedback list from both the industry and
supervisors.
First, I will discuss the application of enhanced prudential standards to
FBOs, including our flexibility in implementing certain aspects of these
standards. I will also offer some initial thoughts on opportunities for
further tailoring that regime for FBOs.
Second is the Volcker rule. I will provide some of my initial thinking on
how we might be able to improve the Volcker rule, both generally and in its
application to FBOs in particular.

Enhanced Prudential Standards
In implementing enhanced prudential standards for foreign banks with a
large U.S. presence, we sought to ensure that firms hold sufficient local
capital and liquidity-and have a risk management infrastructure-that is
commensurate with the risks in their U.S. operations.
And in general, that approach is meeting many of the broad goals the
Federal Reserve set out to achieve.
Today, foreign banks with large U.S. operations are less fragmented,
maintain local capital and liquidity buffers that align to the size and
riskiness of their U.S. footprint, and operate on equal footing with their
domestic counterparts.
Our current approach aligns with other jurisdictions that host a large and
complex foreign bank presence.
For example, the European subsidiaries of U.S. banking firms have long
been subject to Basel-based standards imposed by the European Union and
the United Kingdom as host regulators.
In addition, European regulators are contemplating a holding company
structure for the local operations of foreign banks to reduce fragmentation
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and ensure effective local supervision, similar in many ways to Federal
Reserve rules.
In adopting the enhanced prudential standards, however, the Board has
acknowledged both the uniqueness of FBOs-as the U.S. operations are a
small part of a larger firm-and the diversity of foreign bank operations in
the United States.
The Board contemplated from the outset that circumstances may require
application of the rule's requirements to be adjusted in light of an
individual firm's structure or risk profile.
The Board has exercised this authority in the past, and I want to stress that
we will continue to provide flexibility where appropriate to accommodate
these differences.
For instance, in implementing enhanced risk management standards, we
have focused on outcomes-a strong control environment for foreign bank
operations in the United States-while providing some flexibility in how
those outcomes are achieved.
We have allowed the global risk committee to serve as the risk committee
for the U.S. operations rather than require the creation of a standalone
committee.
Further, for foreign banks with large U.S. branches but no IHC, the Board
has acknowledged the challenges associated with the location of the risk
committee.
The Board has accordingly allowed risk committees at U.S. holding
companies as well as managerial committees located in the United States,
provided that the global board provided appropriate oversight.
We are committed to continuing this outcomes-focused approach and to
refining it where needed.
Further, we recognize that effective stress testing regimes can take many
different forms, specifically when interpreting the home-country stress
testing requirements of the Dodd-Frank Wall Street Reform and Consumer
Protection Act.
The Board has acknowledged, for example, that a foreign bank's internal
capital adequacy assessment process (ICAAP) may meet the minimum
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standards, provided that the firm's ICAAP is on a consolidated basis and
reviewed by the home country regulator.
In addition, while we believe that the IHC requirement serves a valuable
role in ensuring consistency of regulation across U.S. operations of an FBO,
the Board has reserved authority to approve multiple IHCs if
circumstances warrant based on the FBO's activities, scope of operations,
structure, home country regulatory framework, or similar considerations.
For example, the Board's enhanced prudential standards rule contemplates
allowing multiple IHCs in cases where home country legal requirements
inhibit the combination of certain bank and nonbank operations.
In practice, and in several instances, the Board has permitted a foreign
bank to maintain certain U.S. subsidiaries outside of its IHC, so long as the
foreign bank did not have practical control over that subsidiary.4 In
addition, the Board recently approved an application by a foreign bank for
a second IHC.
Part of our rationale for approving the dual IHC structure was the
enhancement of recovery and resolution options of the global firm. In
granting the exception, the Board applied enhanced prudential standards
to the two IHCs in the same manner that would apply to a single IHC, to
maintain a level playing field and align incentives for the safe and sound
operation of both IHCs.
This approach allows us more flexibility in addressing firm-specific
structure needs, while maintaining the goals of the enhanced prudential
standards more generally. We will continue to consider future applications
based on the merits of the case.
Finally, to the extent that foreign banks have decided to reduce the scope of
their U.S. operations to reduce the application of some of the enhanced
prudential standards, the Board has accommodated requests for extended
transition periods, so as to avoid unnecessary investments in infrastructure
that ultimately would not be required by regulation.
We are committed to tailoring our regulatory and supervisory regimes to
align with the risk posed by financial institutions to the U.S. financial
system. We are also continuing to evaluate whether our rules are sensitive
to changes in the risk profile of banking organizations. We want our rules
both to increase in stringency as firms' risks grow and, just as important, to
decrease in stringency when firms have actively reduced their risk profiles.
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The Volcker Rule
Let me turn now to the Volcker rule. Not to put too fine a point on it, but I
believe the regulation implementing the Volcker rule is an example of a
complex regulation that is not working well.
The fundamental premise of the Volcker rule is simple: banks with access
to the federal safety net-Federal Deposit Insurance Corporation insurance
and the Federal Reserve discount window-should not engage in risky,
speculative trading for their own account.
Whatever one's view of this basic premise, it is the law of the land. Taking
that premise as a given, we have to ask how to improve the framework of
the implementing regulation to make it more workable and less
burdensome in practice from both a compliance and supervisory
perspective.
I think we all can agree that the implementing regulation is exceedingly
complex. As one example of specifics, among many, the statute and
implementing regulation's approach to defining "market making-related
activities" rests on a number of complex requirements that are difficult or
impossible to verify objectively in real time.
As a result, banks spend far too much time and energy contemplating
whether particular transactions or positions are consistent with the Volcker
rule.
Some of you may quite sensibly be asking, "If the deficiencies of the
regulation are so apparent, how did we get here?" Despite the best of
intentions in crafting the regulations, no one seems to be happy with the
complex rule we wound up with.
This has a very positive consequence: I have heard nothing but support
from all of my regulatory colleagues for the proposition that the regulation
is overly complex and would benefit from streamlining and simplifying to
improve its workability in practice.
We are actively working with our fellow regulators in seeking ways to
further tailor and to reduce burden, particularly for firms that do not have
large trading operations and do not engage in the sorts of activities that
may give rise to proprietary trading. We also appreciate the broad
extraterritorial impact of the rule in its current form for foreign banks'
operations outside of the United States.
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To that end, we have, with the full cooperation of all five Volcker regulatory
agencies, picked back up the process that was begun last fall to engage in a
rulemaking process subject to the Administrative Procedures Act and
develop a proposal for public comment that would make material changes
to the Volcker rule regulations.
In that process we will take account of our own experience with the
regulations since implementation, and we also want to take account of the
views of market participants and other interested parties with views on the
Volcker rule, including what is working and what is not. We expect this
process will proceed with dispatch.
We must also work within the confines of the statute. For example, a
number of my current and former Federal Reserve Board colleagues have
expressed support for Congress providing an exemption from the Volcker
rule for community banks, which is something I also support.
Short of a statutory exemption, we can only do our best to mitigate burden
on community banks that generally do not engage in the types of activities
the Volcker rule was intended to cover.
Statutory changes likely would make our work of streamlining more
straightforward and complete, but we have a fair bit that we can
accomplish even absent such changes.
What are some of the improvements that we are thinking about that would
be possible within the regulation itself? As an initial matter, it should be
clearer and more transparent what is subject to the Volcker rule's
implementing regulation and what is not.
The definition of key terms like "proprietary trading" and "covered fund"
should be as simple and clear as possible. It should not be a guessing game
or require hours of legal analysis of complex banking and securities
regulations to determine if a particular entity is a covered fund.
It should not happen-although it has happened-that our supervised firms
come to us and ask questions about whether a particular derivative trade is
subject to the rule, and we cannot give them our own answer or a
consistent answer across the five responsible agencies. Supervisors need to
be able to provide clear and transparent guidance on what is covered by the
Volcker rule and what is not. This would benefit not only the firms, but the
supervisors at the agencies as well.
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Again, a good example is the exemption for market making-related
activities, which is one of the key exemptions from the prohibition on
proprietary trading.
The rule contains a gaggle of complex regulatory requirements, but the
statute contains merely one-that the market making-related activities are
designed not to exceed the reasonably expected near-term demands of
clients, customers, or counterparties, otherwise known as RENT'D.
We are considering different ways to use a clearer test for RENT'D. We
want banks to be able to engage in market making and provide liquidity to
financial markets with less fasting and prayer about their compliance with
the Volcker rule.
As I noted earlier, we also understand that the Volcker rule has had an
extraterritorial impact on FBOs. With respect to foreign banks, there are at
least a few places where we would like to revisit the application of the final
rule based on concerns raised by market participants and others over the
past four years of implementation.
In particular, there are certain foreign funds-funds that are organized
outside the United States by foreign banks in foreign jurisdictions and
offered solely to foreign investors-that are subject to the Volcker rule due
to Bank Holding Company Act control principles.
Last summer, the banking agencies, in consultation with the Securities and
Exchange Commission and the Commodity Futures Trading Commission,
issued guidance that effectively stayed enforcement of the Volcker rule to
these foreign funds in light of the technical and complex issues they raise.8
I expect we would continue this period of stay while we continue to
consider these important issues.
The statute also contains exemptions for FBOs to allow foreign banks to
continue trading and engaging in covered fund activities solely outside the
United States.
The regulation again has a complex series of requirements that a foreign
bank must meet to make use of these exemptions.
We have heard from a number of foreign banks that complying with these
requirements is unworkable in practice, and we are considering ways to
address this impracticality.
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One possibility that has been suggested by market participants is a simple
approach that focuses on the risk of the booking location.
Of course, we would have to consider whether this is possible in light of the
language of the statute and principles of competitive equity, but the
suggestion is illustrative of the possibility of a more workable approach.
As a final but no less important matter, we are considering broad revisions
to the Volcker rule compliance regime. We would like Volcker rule
compliance to be similar to compliance in other areas of our supervisory
regime.
As I noted earlier, we appreciate the broad extraterritorial impact of the
rule in its current form on foreign banks' operations outside of the United
States.
Accordingly, we will be looking for ways to reduce the compliance burden
of the Volcker rule for foreign banks with limited U.S. operations and small
U.S. trading books.

Conclusion
As I have described previously, the Federal Reserve is actively reviewing
post-crisis financial reforms in an effort to better understand which
reforms are working well and which ones can be improved to reduce
regulatory burden and improve the efficiency, transparency, and simplicity
of the regulatory framework without compromising a safe and sound
financial system.
In that effort, we recognize the importance of foreign banks to the U.S.
economy and have a strong interest in ensuring our regulations are
appropriately tailored to their U.S. footprint and risks to U.S. financial
stability.
Our goal is to maintain a regulatory framework that helps to ensure a
strong and stable banking system in an efficient manner that does not
result in excessively burdensome costs to the banking industry or the
economy as a whole.
The areas I have discussed today are important components of the exercise
of improving our regulations as they apply to FBOs, and are part of a larger
overall agenda to critically evaluate and improve our regulations to
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promote financial stability while fostering the conditions for solid
economic activity.
Some of these exercises will require more effort and time than others, but
each one of them is a high priority for us at the Federal Reserve. I look
forward to hearing your views as we make progress toward these
improvements.
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Making globalization work
William C Dudley, President and Chief Executive Officer of the Federal
Reserve Bank of New York, at the Central Bank of Brazil, São Paulo.

Thank you, Ilan, and thanks to the Central Bank of Brazil for organizing
this event. It is a pleasure to have the opportunity today to talk about the
issue of globalization. As always, what I have to say today reflects my own
views and not necessarily those of the Federal Open Market Committee or
the Federal Reserve System.
Although the debate about the benefits and challenges of globalization is
not new, it has recently come into sharper focus. This debate is important
to all of us, and I think it is particularly relevant to Brazil given its
importance in the global economy.
Globalization means different things to different people. In my remarks
today, I will focus on the role of globalization as a force for international
economic integration and economic development. I will highlight three
themes:
First, the important role that trade plays in promoting higher standards of
living globally.
Second, how changes in trade can create challenges for industries and their
workers when they lose competitiveness. Insufficient attention has been
given to this issue. We must do better in addressing the very large costs
that can be imposed on particular communities and households.
Third, the answer to those challenges is not greater protectionism. Instead,
we need to provide greater support to displaced workers so they can obtain
the skills needed to find new well-paying jobs. We also need to ensure that
there are strong global institutions and international cooperation to help
manage the effects of globalization. This includes responding to the
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challenges stemming from financial globalization-the flow of capital across
national borders.
These issues are important to me as a central banker, as they affect the
long-term health and productivity of the U.S. economy, the economic
opportunities available to our people, and the efficiency and stability of the
global financial system.
The debate around globalization, particularly in advanced economies,
reflects many factors. Undoubtedly, the global financial crisis and
subsequent slow recovery have been significant.
But, just as important have been longer-term trends, such as growing
income inequality, the loss of middle-income jobs, and the rise of large
emerging market economies such as China and India.
Although the debate about globalization is not new, I believe we are at a
particularly important juncture. If support for liberalized trade and an
integrated global economy were to suffer a significant setback, the
consequence could be slower economic growth and lower living standards
around the world.
While considerable effort has gone into liberalizing trade and developing
the existing set of trade agreements, that does not mean they cannot be
improved upon.
I have no doubt some trade agreements could be enhanced or updated.
Some may not adequately address recent changes in the global economysuch as the rise of digital trade-and may need to be refreshed. And,
important trade barriers still remain that should be addressed.
In particular, from a U.S. perspective, the access of U.S. firms to some
foreign markets and the protection of intellectual property rights are issues
that deserve close attention.
But, in addressing these issues, we should take care to preserve the vital
benefits of trade to higher standards of living in both advanced and
emerging market economies.
Our focus should be on further strengthening an open trade regime, and, as
appropriate, amending and improving these agreements.

____________________________________________________________________________________________________________
_________________________
International Association of Potential, New and Sitting Members of the Board of Directors (IAMBD)

P a g e | 43

The Pace of Globalization
To begin, let me briefly describe the pace of globalization as a reminder of
what is at stake. Global economic integration has increased dramatically in
recent decades.
Trade in goods and services, for example, has grown from nearly 40
percent of global GDP in 1990 to 54 percent in 2016.
Over the same period, the stock of foreign direct investment has increased
from roughly 10 percent of global GDP to 36 percent.
Put simply, national economies and financial systems have become more
integrated and interdependent.
This rapid growth in trade reflects falling trade barriers, declining
transport costs, and improved information and communication
technology.
These trends have enabled the development of complex global supply
chains that allow companies to manage their production more efficiently.
Emerging market economies now make up a much larger share of global
trade, the global economy, and global growth.
As an illustration, emerging market economies have accounted for 70
percent of global economic growth since the crisis-double their share from
two decades ago.
This growth has provided much-needed support to world economic
activity, as advanced economies have recovered slowly from the crisis.
Rising economic integration is also evident when we examine the trade
relationship between Brazil and the United States.
Bilateral trade flows in goods have risen from $17 billion in 1994 to nearly
$57 billion in 2016.
The United States is Brazil's second-largest export market, and an
important destination for manufactured goods.
In 2016, the stock of U.S. direct investment in Brazil was $64 billion, up
from $18 billion in 1994.
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Recent initiatives announced by the Brazilian authorities-including a large
and transparent infrastructure concession program and greater foreign
participation in the oil and gas and aviation industries-underscore the
potential for further increases in foreign direct investment.
To read more:
https://www.bis.org/review/r180314a.pdf
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Private cryptocurrencies and lessons from a red paperclip
Nestor A Espenilla, Jr, Governor of Bangko Sentral ng Pilipinas, at the
Shareholders' Association of the Philippines (SharePHIL) General
Membership Meeting and Cryptocurrency "The Truth & The Myth Forum",
Makati City.

Officers and members of the Shareholders' Association of the Philippines,
guests from the public and private sectors, ladies and gentlemen, good
afternoon!
It is my pleasure to share the Bangko Sentral's insights and initiatives on
privately-issued cryptocurrencies. I am hopeful that in doing so, we will, as
your theme suggests, be able to cut through the "truths and myths"
surrounding this fairly novel medium of exchange. Notice though that I
make a key distinction as there's such a thing as central bank-issued digital
currency. I'm not going there today as that's a different conversation all
together even as the underlying technology may be similar.
But there it is. Cryptocurrencies are a medium of exchange. The Bangko
Sentral ng Pilipinas (BSP) recognizes this. We have defined crypto or
virtual currency as any "form of digitally stored value created by an
agreement within the community of virtual currency users." As far back as
2014, the BSP advised the public of the features, benefits and attendant
risks in dealing with cryptocurrency.
We have adopted a regulatory approach to privately-issued cryptocurrency
that is balanced, open and flexible. This is to allow the market to promote
financial innovation and for the industry to take advantage of all its
benefits and efficiencies - with prudence.
We have issued (and will be ready to issue more) responsive regulations.
Last February 2017, we issued Circular No. 944. We now require
businesses engaged in the exchange of privately-issued cryptocurrency for
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equivalent fiat money, to register with the BSP as remittance and transfer
companies.
Moreover, we strongly cautioned the public against unscrupulous
individuals or groups who offer virtual currency pyramid schemes
disguised as initial coin offerings or investment products.
The advisory likewise provided tips on securing virtual currency accounts
(I think this thrust is something SharePHIL would appreciate given its
mission with respect to consumer education and protecting investors'
rights.)
To be clear, we do not endorse privately-issued cryptocurrencies as a
medium of exchange. Moreover, given their highly speculative and volatile
nature, we do not endorse them as investment vehicles either.
Rather, our objective as a central bank is to address any risks that they may
pose to the public even as they exist as a fact of life. This is consistent with
our goal of increasing consumer protection. It is also in keeping with our
advocacy against money laundering, terrorist financing and other crimes
(As you know, given cryptocurrency's reliance on the full anonymity of
those who transact in them, there is a propensity for this mode of payment
to be used for illegal purposes).
In keeping with our mandate to promote financial stability, we also aim to
address any risks posed by cryptocurrency to the financial system. These
risks are not imagined.
They arise as cryptocurrency necessarily interplays with the non-digital
world - the regular economy - when they are exchanged into pesos or other
traditional currency.
It is important to note that privately-issued cryptocurrency is not legal
tender. Unlike fiat money, such cryptocurrencies are not backed or
guaranteed by any central monetary authority. Only the BSP has the sole
power and authority to issue currency within the Philippines.
Under the law, no other person or entity, public or private, may put into
circulation, notes, coins or any other object or document which might
circulate as currency.
Our notes and coins are fully guaranteed by the Government and are legal
tender in the Philippines for all public and private debts.
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While privately-issued cryptocurrencies do not enjoy legal tender status,
they are, however, as a matter of practice, used as a medium of exchange
and a store of value. But aren't so many other things?

The red paperclip story
This brings to mind a story about a red paperclip that went viral. Some of
you may be familiar with it. In 2005, a Canadian blogger - Kyle MacDonald
began a series of transactions which he posted on-line. He began with a
red paperclip as a medium of exchange.
He exchanged this for an interesting looking fish-shaped pen, which he
traded for an odd-looking doorknob-then a camp stove-so on and so forth.
By his thirteenth barter - in a little over a year - MacDonald was in
possession of a movie role (a chance to act in a movie), which was finally
traded for a two-story farmhouse in a small Canadian town! And it all
started with a red paperclip! (It's an interesting story. You can google it!)
This red paperclip story has uncomplicated elements that differ starkly
from cryptocurrency's high-tech world of blockchains, miners and
cryptography. I introduce it not just to keep your attention or to refresh
you with its simplicity but because there are powerful and common lessons
to be learned from it and from the phenomenon of cryptocurrencies.
These are: First, additional participants in a transaction exponentially
increase value which is defined, measured and transferred through
consent. Second, there is power in leveraging on digital technology as a
connector of people. Finally, people always count.
Using these points, allow me to share not only more insights on
cryptocurrency, but also some initiatives in the BSP's exciting financial
reform agenda - initiatives which (unlike cryptocurrencies) we fully
endorse.

Exponential increase in value through wide consent
The first lesson from both the red paperclip story and the phenomenal use
of privately-issued cryptocurrencies is that additional participants in a
transaction exponentially increase value. This value is defined, measured
and transferred through consent.
The success of the red paperclip project comes from the fact that its
transactors defined and determined what they deemed to be valuable.
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On the other hand, while privately-issued cryptocurrencies are fast gaining
global popularity, we deem their acceptance as still limited.
We believe privately-issued cryptocurrencies cannot completely fulfill the
roles of money as a store of value and as an independent unit of account.
Until such time that such cryptocurrencies are able to fully demonstrate
stability, the prospect that they will replace today's fiat currencies appears
to be far-off. They are simply still too volatile.

Power of technology to connect people
The second lesson is that there is power in leveraging on digital technology
as a connector of people.
In the red paperclip story, it cannot be denied that the values that were
traded were not just in the objects themselves (They were, especially in the
beginning, only ordinary objects and might even be considered junk by
many).
Rather, the psychic value came from the opportunity to be on-line
personalities, from viral exposure as all trades were posted on MacDonald's
blog that had gained quite a following.
As with cryptocurrencies, the great socio-experiment could also not have
been possible without dynamic computer-to-computer connections.
In this regard, the BSP acknowledges the huge potential of digital
technology, that includes cryptocurrencies, to transform financial service
delivery, specifically in the area of payments and remittance.
High-speed digital networks allow funds to move across the globe at a
much faster, cheaper and convenient way compared to traditional models.
Their use is game-changing for the unbanked, given their affordability and
wider reach.
As far as the BSP is concerned, this is worth looking into as it is consistent
with its financial inclusion advocacy. For this reason, we continue to
closely engage with various stakeholders, including fintech players, to
better understand varying business models, processes and systems.
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Our priority is to develop a digital financial ecosystem that supports the
diverse needs of all users in a manner that is secure, sustainable,
convenient and affordable.
For the service providers - whether new or incumbent, this ecosystem
enables them to tap into a wider client base, diversify revenue sources and
secure new growth opportunities.
To us, this line of pursuing financial inclusion is more in keeping with our
financial stability objectives.
The pillars of such an ecosystem that leverages on technology would
include: an efficient retail payment system that facilitates delivery of digital
products, especially for small value transactors; an expansive network of
low cost touch points to on-board new clients and facilitate the digitizing
and disbursing of cash and other financial transactions; and democratized
access to a transaction account, wherein every person - regardless of
economic and social stature - is able to open an account and use digital
finance products.
Overall, this inclusive digital finance ecosystem will support the diverse
needs of all users in a safe, convenient and affordable manner.
It would have the right mix and range of service providers (banks and nonbanks alike) and digital platforms to facilitate the sustainable delivery of
fit-for-purpose and affordable financial services, especially designed for the
low income market.

People always count
The final lesson in all this is that, "people always count." This is what
drives us in the BSP as we pursue game changing financial reforms to
deepen financial markets, foster financial inclusion, increase consumer
protection and to basically improve the quality of life of all Filipinos.
That being said, I must say that this new frontier of cryptocurrency brings
up legitimate concerns that affect people ... that affect the public. These
issues are being looked into by the BSP and other financial regulators
globally.
One issue is private cryptocurrency as an investment option. Its value is
volatile for starters.
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Thus, we earnestly caution the public that before speculating or investing
their hard-earned money in cryptocurrencies - as with any other type of
investment - prospective investors should first know and fully understand
the risks involved.
Because people matter, we at the BSP, like SharePHIL, value investor
education. We have (together with the Department of Finance, Securities
and Exchange Commission, Insurance Commission and the Anti-Money
Laundering Council) made plans to embark on a nationwide public
information campaign on cryptocurrency.
The purpose is to inform and educate the public on what cryptocurrencies
are, their uses and risks, related policies and regulations in the Philippines,
and possible pitfalls.
Another serious concern is cryptocurrencies' attractiveness to, and use by,
money launderers and terrorist financiers.
This attractiveness stems from the anonymous and encrypted identities of
transactors in private cryptocurrency. It is this very anonymity that
cryptocurrency users value most. It enables them to transact in the socalled "dark web."
Allow us at the BSP to offer a contrary idea: There is power in
identification. We believe that to significantly catalyze a digital ecosystem,
there must be a reliable national digital identification system.
This system will address persistent customer on-boarding issues due to
lack of acceptable IDs and the highly inefficient paper-based KYC processes
which make serving small value transactors unattractive.
The BSP therefore strongly supports the passage of the Philippine ID
System bill which was identified by the Legislative Executive Development
Council (LEDAC) in its August 2017 meeting as an urgent measure.
The Lower House has already approved its version on third reading. At the
Senate, its version is tentatively scheduled for sponsorship today, Monday,
March 12 even as we speak. Truly exciting!
The envisioned national ID system will be designed to ensure universal
coverage, data integrity and security, and optimum utility.
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It will serve as an enabling platform for the efficient delivery of a whole
range of government and private sector services for all Filipinos - especially
the currently unserved.
Establishing a readily- verifiable digital identity will enable our people to
open accounts and use financial services more efficiently.

Closing thoughts
This message obviously comes from a Central Bank Governor wary of
currencies that do not qualify as legal tender and which are not backed by
any monetary authority.
But it is a message that comes too from a Central Bank Governor who has
been labelled as a "disruptor" - one that leads an institution that is ready to
embrace the challenges of a rapidly changing financial and economic
landscape.
This message is shared with this audience, a staunch advocate of investor
rights and investors' need for information. It is a good match.
As I close, to align this message better with your theme- let me summarize
the truths and myths of cryptocurrency from the BSP's viewpoint:
Myth: Privately-issued cryptocurrencies are legal tender and shall soon
replace fiat currency.
Truth: Cryptocurrencies, not backed by any central authority are not legal
tender. Moreover, until they fully demonstrate stability, wide acceptability
and other economic attributes, they will not replace fiat currency any time
soon.
Myth: Cryptocurrencies are bad and are only used for illicit activities.
Truth: Cryptocurrencies, like fiat currencies, are neither good nor bad.
They are neutral. But, no doubt, BSP is mindful of their wide use in illicit
activities because of the anonymity of its transactors and is taking action in
this regard.
Myth: The BSP endorses the use of and/or investment in privately-issued
cryptocurrencies.
Truth: The BSP allows the market to develop but it has also issued
responsive regulations to uphold consumer protection and to maintain
financial stability. The BSP does not endorse or promote privately-issued
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cryptocurrencies but aims to address its risks as it intersects with the
financial system.
Rest assured, the BSP maintains a forward-looking approach to ensure that
regulatory and supervisory frameworks are in tune with emerging trends
and developments.
Through constant surveillance and monitoring of the market environment,
the BSP stands ready to adapt to future challenges and opportunities
ahead.
I hope I have delivered on the terms of reference for this forum. You have
been a wonderful audience. Thank you for your attention.
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DHS Cyber Incident Response Teams Act of 2018
A BILL To authorize cyber incident response teams at the
Department of Homeland Security, and for other purposes.

The Center shall maintain cyber hunt and incident response teams for the
purpose of providing, as appropriate and upon request, assistance,
including the following:
(A) Assistance to asset owners and operators in restoring services following
a cyber incident.
(B) The identification of cybersecurity risk and unauthorized cyber activity.
(C) Mitigation strategies to prevent, deter, and protect against
cybersecurity risks.
(D) Recommendations to asset owners and operators for improving overall
network and control systems security to lower cybersecurity risks, and
other recommendations, as appropriate.
(E) Such other capabilities as the Under Secretary appointed under section
103(a)(1)(H) determines appropriate.
CYBERSECURITY SPECIALISTS. — The Secretary may include
cybersecurity specialists from the private sector on cyber hunt and incident
response teams.
Note: House lawmakers have passed legislation that would codify into law
the cyber incident response teams that help protect federal networks and
critical infrastructure from cyberattacks. The bill is sponsored by House
Homeland Security Committee Chairman Michael McCaul (R-Texas).
To read more:
http://docs.house.gov/billsthisweek/20180319/HR5074.pdf
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Early warning indicators of banking crises: expanding the family
BIS, Iñaki Aldasoro, Claudio Borio and Mathias Drehmann

Early warning indicators (EWIs) of banking crises are typically based on
the notion that crises take root in disruptive financial cycles.
The basic intuition is that outsize financial booms can generate the
conditions for future banking distress.
The narrative of financial booms is well understood: risk appetite is high,
asset prices soar and credit surges.
Yet it is difficult to detect the build-up of financial booms in real time and
with reasonable confidence. It is here that EWIs come in.
Many studies, including at the BIS, have found that one can identify such
unsustainable booms reasonably well based on, say, deviations of credit
and asset prices from long-run trends ("gaps") breaching certain critical
thresholds.
In order to detect the build-up of vulnerabilities around the globe, in recent
years the BIS has regularly published credit-to-GDP gaps, economy-wide
debt service ratios (DSRs) and, less frequently, property price gaps.
While these aggregate indicators are useful, research has pointed to the
importance of specific subcategories of debt as a source of vulnerabilities,
especially household debt and cross-border and/or foreign currency debt
(international debt for short).
Against this backdrop, in this special feature we do two things.
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First, we assess the EWI performance of both household and international
debt. Here, we draw extensively on BIS statistics, notably the international
banking and securities statistics as well as sectoral credit data and DSRs.
Second, we map the statistical analysis into current conditions, taking into
account also the information from aggregate indicators.
In the process, we take the opportunity to clarify some common
misconceptions about the interpretation of EWIs.
We come up with three main findings.
First, indicators based on household and international, in particular crossborder, debt do contain useful information about future banking distress.
The household sector DSRs perform especially well.
Second, as might be expected, it is possible to further improve performance
by combining individual indicators.
Confirming previous work, we find that combining debt variables with
property prices is especially helpful.
Finally, the indicators currently point to the build-up of risks in several
economies.
The feature is structured as follows.
The first section reviews the rationale behind EWIs and provides a first
look at the behaviour of selected candidate indicator variables around
crises.
The second formally evaluates their EWI performance. We first compare
indicators on a standalone basis and then show the gains in predictive
power from combining them.
The third section draws on these findings to discuss current vulnerabilities.
A box provides a short guide on how to interpret indicators. A final section
concludes.
The video:
https://www.youtube.com/watch?time_continue=69&v=mDjwE7NRdA4
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To read more:
https://www.bis.org/publ/qtrpdf/r_qt1803e.pdf
https://www.bis.org/publ/qtrpdf/r_qt1803e_appendix.pdf
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Corporate Governance: On the Front Lines of America's Cyber
War
Commissioner Robert J. Jackson, Jr.
New Orleans, Louisiana

Thank you so much, David, for that kind introduction. It's great to be here
at the Tulane Corporate Law Institute for what, I know, is one of the most
highly-anticipated corporate-law conferences of the year. It also doesn't
hurt that it happens to be in New Orleans.
Now, before I begin, let me just give the standard disclaimer: the views I
express here are my own and do not reflect the views of the Commission,
my fellow Commissioners, or the SEC's Staff. And let me add my own
standard caveat: I hope someday to persuade my colleagues of the utter,
absolute, and obvious correctness of my views.
Although it already seems like a lifetime ago, I was only recently sworn in
as an SEC Commissioner in January. It's been a privilege to serve and an
amazing experience so far—made all the more so by the incredibly talented
and hardworking SEC Staff with whom I have the honor of working each
day.
Since I was, in a previous life, a corporate lawyer at Wachtell Lipton, folks
have asked me what it's like to be an SEC Commissioner—so let me share a
bit about the glamorous existence of a Commissioner.
Each day, my staff and I spend hours combing through thick binders of
rules, guidance and enforcement actions that we review, redline and spot
check for potential issues. In between meetings, it's not uncommon for us
to spend time with other gripping page-turners—you know, like corporate
proxy statements.
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We're always speculating what the guy down the hall, who spent 20 years
being one of the world's finest corporate lawyers, is thinking, and when he
might send us more work.
In short: being a Commissioner is a chance to relive the glamorous life I
had as a first-year associate working for David Katz! Chairman Clayton
tells me that there's little chance of a closing dinner anytime soon. But at
least these days I have a nicer office.
Still, I don't think I could possibly find more interesting, challenging, or
fulfilling work. Nor a better group of colleagues to do it with. Nor a more
important or pressing set of issues to deal with. It's an incredibly important
time for our Nation, our economy, and the Commission, and I'm honored
to be a part of our efforts to keep pace with our ever-changing markets.
That's why I wanted to focus today on what I think is the most pressing
issue in corporate governance today: the rising cyber threat. As anyone
who spends time in the boardroom knows, the digitization of our economy
is revolutionizing the way business is conducted.
From Wall Street's financial institutions to mom-and-pop retail stores,
almost every company—in every sector of the economy—is on some level a
technology company.
And advances in computer processing, cloud computing, and smart devices
are making it faster, cheaper, and easier for firms to leverage data to
improve nearly every aspect of their business every day.
I am, by nature, optimistic about the technological transformation
currently underway across corporate America. But I'm also realistic about
the challenges we face. Hardly a day goes by that we don't hear about
another threat, hack, attack, or major cyber event.
The sources of all these bad acts are evolving—from rogue programmers to
organized crime rings to state-sponsored actors. That's why I was so struck
to read the Director of the Defense Intelligence Agency's recent statement
before the Senate's Armed Services Committee.
Director Ashley told Congress that our "top adversaries are developing and
using cyberspace to . . . compromise[e] our national defense."
He's right: our companies, and our country, are under attack.
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In 2016 alone, there were over 1,000 data breaches—a record high—costing
American companies more than $100 billion, according to data gathered
by the Identity Theft Resource Center.
With that much money, you could buy every single team in the National
Football League—and still have $20 billion left over to build a stadium.
Last year, 20 million Social Security numbers were exposed in connection
with cyber breaches.
That's the equivalent of having every person here in Louisiana have their
Social Security number stolen—four times. And as your clients know well,
the financial cost from the fallout once there is a breach—shareholder
lawsuits, regulatory penalties, and reputational issues—will only continue
to add up.
No issue in recent years has rocketed to the top of the corporate agenda
faster. In 1975, 17% of S&P 500 firms' market value was tied to intangible
assets; in 2015, that number was 87%.
One recent study showed that nearly two-thirds of executives identified
cyber threats as a top-five risk to their company's future.
That shows how quickly this has become a board-level issue. When I was in
practice over a decade ago, these issues weren't even on the radar screen of
many corporate directors.
Today there is no doubt for top corporate counsel: if you're not talking
about cyber risk with your clients in the boardroom, you're making a
mistake.
Indeed, across America companies are desperately seeking direction as
they grapple to identify and follow best practices for cyber risk
management.
As many of you know, we at the SEC weighed in on this issue just last
month, providing Commission-level guidance related to the disclosure of
cyber incidents.
Although I reluctantly joined the guidance, I believe that we regulators can
and must do more on this issue. More on that in a minute.
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Right now, our most sophisticated companies are already taking concrete
action to protect their businesses from those who would use technology to
cause harm. Many are investing heavily in new defenses, personnel and
protocols to improve their cyber risk management posture. They are trying
to innovate their way to safety.
But while these companies should be lauded for their efforts, I would
suggest that we need a much more comprehensive response.
Yes, new rules and regulations can help push companies toward cyber
resiliency. Yes, improved technological defenses will help mitigate the
cyber threat. But these are tactical responses to a strategic problem.
We need to think bigger. The cyber threat is not primarily a regulatory
issue any more than it is primarily a technological issue.
Cybercrime is an enterprise-level risk that will require an interdisciplinary
approach, significant investments of time and talent by senior leadership
and board-level attention.
In short: the cyber threat is a corporate governance issue. The companies
that handle it best will have relevant expertise in the boardroom and the Csuite, a strategy for engagement with investors and the public, and—most
of all—sound advice from corporate counsel who can navigate uncertain
times and uncertain law in a critical area for the company's business.
My project today is to enlist all of you in preparing America's companies to
meet the cyber challenge. I want to describe three areas in which I believe
sophisticated corporate counsel can, in partnership with my colleagues at
the SEC, help lead the way in developing the practices that will determine
whether we win or lose the struggle to protect American companies from
cyber crime.
Nothing is more important to the SEC's core mission of protecting the
investing public. And nothing is more important to the future of the
American economy.

The Law of Cybersecurity and Disclosure
Let's start with the rules at the core of the SEC's mission: the law of
disclosure. The Commission's latest guidance, which we issued last month,
aims to promote "clearer and more robust disclosure" of cybersecurity
breaches.
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But that guidance, like the 2011 Staff-level instructions it reaffirms, relies
heavily on the judgments of corporate counsel to make sure investors get
the information they need.
I worry that these judgments have, too often, erred on the side of
nondisclosure, leaving investors in the dark—and putting companies at
risk. I think we at the SEC have much more work to do in getting investors
the information they need to understand cyber attacks. And we need your
help to get there.
Since 2011, empirical study and hard experience suggest that we're not
seeing consistent, timely and complete disclosure on cyber attacks. One
2014 paper argued that the boardroom implementation of our Staff's
guidance "resulted in a series of disclosures that rarely provide
differentiated or actionable information for investors."
Another contended that our guidance in this area "fails to resolve the
information asymmetry at which the disclosure laws are aimed."
And our own Investor Advisory Committee recently observed that publiccompany disclosures regarding cybersecurity incidents have not
meaningfully improved since 2011.
What's more, when a company's cyber defenses are breached, that fact can
find its way into the market even when the firm chooses not to inform
investors by filing an 8-K. You see, SEC rules are hardly the only ones that
require public companies to reveal data breaches.
Our rules are based on materiality. Brighter lines are found in the state law
arena. There, a patchwork of ever-changing state laws, along with state and
local regulators, often require notification to consumers when residents'
personally identifiable information has been compromised.
In my home State of New York, for example, when personal data has been
wrongfully obtained, that fact must be reported to state regulators as well
as to consumers both inside and outside New York.
In fact, all but two States have enacted their own breach-notification laws.
And when state or local laws lead to revelations that are not shared with
investors, companies and their counsel face significant risk.

____________________________________________________________________________________________________________
_________________________
International Association of Potential, New and Sitting Members of the Board of Directors (IAMBD)

P a g e | 62

I wanted to learn more about disclosure practices in this area, so I ran the
numbers myself. My staff and I compiled evidence on data breaches in
2017 that were reported to state and local regulators, as well as to the
press.
After removing minor breaches from our dataset, what we found surprised
us: of 81 cybersecurity incidents at public companies in 2017, only two
companies chose to file an 8-K disclosing the breach to their investors.
In other words, in 2017, companies that suffered data breaches chose not
to file an 8-K more than 97% of the time.
That's not to say, of course, that all of these events were material or
required disclosure. But there is significant evidence that events like these
matter to the market. One recent survey, for example, found that 20 of 25
academic studies found negative and significant stock-price reactions for
firms that are victims of cyber attacks.
And in a compelling and important new paper, two Columbia Law School
scholars have identified systematic evidence of arbitrage opportunities
when traders learn of cyber breaches that have not yet been disclosed.
I don't need to tell all of you about the risks that a board faces when
information on a cyber breach leaks before the news has been shared with
investors.
Besides public approbation and litigation—just days ago, Yahoo! agreed to
pay $80 million to settle a suit related to data breaches—the board and
management are forced to spend time scrambling rather than pursuing a
viable long-term strategy for cyber defense.
In the meantime, a few sophisticated and speedy traders may benefit from
informed trading, while average American investors suffer. None of this
reflects a productive investment of precious resources—and it's not nearly
good enough to meet the rising cyber threat we face.
I've called upon my colleagues at the SEC to give careful consideration to
new 8-K requirements governing cyber events.
I understand, of course, that we must strike a careful balance in this rapidly
changing area. But I believe America's companies and corporate bar can do
better. And I believe that any rules we make are only as good as the work of
the lawyers in the boardroom, where the rubber meets the road.
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I hope each of you will urge upon the boards you counsel the pressing need
for transparency in this area—and will share, with clients and with us at the
SEC, the best practices you are developing to ensure that investors get the
information they need when our companies are attacked. Those practices
will, I hope, soon inform the next steps my colleagues and I will take in this
critical area.

Cybersecurity and Insider Trading
Now let's turn to an especially troubling implication of some of the most
high-profile and recent cybersecurity incidents: insider trading. There's no
doubt that investors' confidence is shaken whenever they learn that a
company's cyber defenses have been hacked.
But when it's revealed that the insiders entrusted to protect investors used
those events as an opportunity to profit personally, investors rightly
question the basic trust that forms the core of our markets.
As many of you may know, at the time of the Equifax breach it was
reported that certain insiders sold shares even after the firm's Chief
Executive Officer discovered the issue but before the breach was revealed
to the investing public.
While I cannot comment on any SEC investigations or ongoing litigation, I
can say that it is especially alarming when reports of a breach are
accompanied by reports of insider trading.
It is deeply troubling that insiders may have been able to profit in this way,
regardless whether those specific insiders knew about the breach before
engaging in such trading.
There are two important questions raised by these events that I hope you'll
help us grapple with. First, are we doing enough in corporate boardrooms
to ensure that, when any member of the senior management team learns
material nonpublic information, all members of the team avoid trading? As
our Chairman, Jay Clayton, has explained, procedures like those are an
"important part of good corporate hygiene."They also have the key benefit
of encouraging senior management to share critical information early and
often with their colleagues.
While I know that some of you are already advising your clients to adopt
policies to address these situations, I worry whether those policies have
made their way across the wide spectrum of companies and industries that
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make up our markets. Before I joined the Commission, I wrote a study with
two much-more-talented colleagues that identified a surprising amount of
trading by corporate insiders during the four-day period between the time
when material nonpublic information was discovered and when it was
revealed to the public.
Although I'm hopeful that Congress, or the Commission, will soon act to
address this kind of trading, we can and should learn a great deal from the
best practices all of you are developing in this area. I urge you to help us
make sure that senior management knows that it makes little sense to
trade when material nonpublic information has yet to be revealed to
investors.
But there's a second, and even more important, question raised by these
developments: Does the law we have today adequately address situations
where traders take advantage of nonpublic knowledge that a company has
been hacked?
As others have observed, it is far from clear whether or how current law
would apply to cases where the trader is not herself a corporate insider.
That raises the very real concern that hackers will not only continue to
attack American companies—but that they might be able to profit by
trading before the investing public discovers what they have done.
That's a concern that, I know, is shared by your clients. One recent survey
of corporate executives found that financially motivated hackers are the
actor that concerns them the most in this area.
In the midst of the war we are fighting on the cyber front, we cannot allow
our securities markets to be a source of profit for hackers who use
technology to harm the companies that are crucial to the growth of our
economy. I hope all of you will help us ensure that best practices—and the
laws governing insider trading—keep pace with this ever-changing threat.

Cybersecurity and Internal Controls
Although I had reservations about our recent guidance in this area, one
important part of the Commission's statement has, in my view, been
overlooked. The guidance specifically urged companies that
"[c]ybersecurity risk management policies and procedures are key
elements of enterprise-wide risk management," and noted our expectation
that firms will have "sufficient disclosure controls and procedures in place
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to ensure that relevant information about cybersecurity risks and incidents
is . . . reported . . . up the corporate ladder."
Building that kind of system is a significant challenge for most public
companies. The reason, of course, is that the experts who best understand
the cyber threats a company faces are rarely among the company's lawyers.
Instead, they are technologists trained to grapple with the latest
innovations in the dark art of hacking—and how to protect against them.
As one expert in this area recently observed, "lawyers and computer
programmers are like foreign cultures."
So we need ambassadors. Counsel like all of you are critical to helping
companies build the internal reporting structure that will help boards and
management better anticipate, assess, and, where necessary, disclose the
next significant cyber attack.
You'll need to help your clients assess their organization, learn where the
critical knowledge is, and make sure there's a clear and clean path from
there to the C-suite—and, eventually, to investors. You might even have to
sit in front of a computer and open a program other than Microsoft Word.
Many of you might be thinking that reaching across the divide between
lawyers and technologists is a bridge too far, even for the world's finest
corporate counsel.
But I'm here to remind you that you have done this before. For if there is
anything as Byzantine, complex, intimidating, and critical to the health of a
business as technology, it is, of course, accounting.
Fifteen years after the passage of Sarbanes-Oxley, the companies you
counsel have a comprehensive set of controls that bring that specialized
knowledge to the attention of management and, where necessary, the
experts in the boardroom.
Many of you helped to build those systems by learning more than you ever
wanted to know about the dismal science of accounting—where the key
sources of information leading to financial reporting were located in an
organization and how to make sure management could rely upon them.
Here, too, we will need your expertise in understanding how to make sure
that information from technologists on the front lines of this war reaches
senior management—and, where necessary, the board and investors.
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This may well be the area that will demand the most attention from all of
you over the coming months. One recent survey noted that 70% of
executives at the S&P 500 named their IT department as a primary owner
for cyber risk management—compared to just 37% who identified the Csuite or the board.
The same survey noted that, especially at large and growing companies,
responsibility for these issues is often scattered throughout the
organization, creating the risk that key information might not make its way
to the decisionmakers who need it most.
I am hopeful that this part of our guidance will lead companies and their
counsel to ask themselves whether their existing internal controls are up to
the daunting task we face. And I know that all of us at the Commission will
be on the lookout for the best practices you'll come up with to prepare your
clients for this challenge.
*

*

*

*

The cybersecurity threat now gripping corporate America poses new
challenges for companies, the SEC, and the investors we serve.
But whether those challenges relate to when and how to share information
with investors, how to ensure that insiders trade on a level playing field, or
how to design organizations so that its senior leaders have the information
they need to do the right thing, they are all fundamentally questions of
corporate governance.
We regulators can and should do more to protect American investors from
the looming cyber threat. We at the SEC should consider disclosure
requirements that would give all of you clearer marching orders on when
and how to share critical information with investors.
And Congress or the Commission should also move quickly to make sure
that, when one member of senior management learns material nonpublic
information, no member of the team is trading in the company's stock.
We may also need to ask ourselves, more fundamentally, whether the
insider-trading law we have is adequate to meet these new challenges.
Whatever we do, however, we will need sophisticated corporate counsel to
help us make sure that our rules have the intended effect—in the
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boardroom, in the marketplace, and in the race to protect our companies
and our country from the hackers who would do us harm.
I hope you'll all join me and my colleagues on the Commission in pushing
yourselves and your clients to develop the kinds of cutting-edge best
practices we'll need to meet this challenge.
And I hope you'll keep this issue at the top of the corporate governance
agenda—where it belongs.
Thank you once again for the opportunity to be here with you at Tulane
today. I very much look forward to our continued conversations over the
coming days.
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Basel III Monitoring Report, March 2018

This report presents the results of the Basel Committee's latest Basel III
monitoring exercise based on data as of 30 June 2017.
The Committee established a rigorous reporting process to regularly review
the implications of the Basel III standards for banks, and it has published
the results of previous exercises since 2012.
The Committee's finalisation of the Basel III reforms is not yet reflected in
the results; the collection of relevant data for those reforms started for the
end-2017 reporting date.
Data have been provided for a total of 193 banks, comprising 106 large
internationally active banks.

These "Group 1 banks" are defined as internationally active banks that have
Tier 1 capital of more than €3 billion, and include all 30 banks that have
been designated as global systemically important banks (G-SIBs).
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The Basel Committee's sample also includes 87 "Group 2 banks" (ie banks
that have Tier 1 capital of less than €3 billion or are not internationally
active).
The Basel III minimum capital requirements are expected to be fully
phased-in by 1 January 2019 (while certain capital instruments could still
be recognised for regulatory capital purposes until end-2021).
On a fully phased-in basis, data as of 30 June 2017 show that all banks in
the sample meet both the Basel III risk-based capital minimum Common
Equity Tier 1 (CET1) requirement of 4.5% and the target level CET1
requirement of 7.0% (plus any surcharges for G-SIBs, as applicable).
Between 31 December 2016 and 30 June 2017, Group 1 banks continued to
reduce their capital shortfalls relative to the higher total capital target
levels; in particular, the Tier 2 capital shortfall has decreased from €0.3
billion to €24 million.
As a point of reference, the sum of after-tax profits prior to distributions
across the same sample of Group 1 banks for the six-month period ending
30 June 2017 was €212.8 billion.
In addition, applying the 2022 minimum requirements for Total LossAbsorbing Capacity (TLAC), 10 of the G-SIBs in the sample have a
combined incremental TLAC shortfall of €109 billion as at the end of June
2017, compared with €116 billion at the end of December 2016.
The monitoring reports also collect bank data on Basel III's liquidity
requirements. Basel III's Liquidity Coverage Ratio (LCR) was set at 60% in
2015, increased to 80% in 2017 and will continue to rise in equal annual
steps to reach 100% in 2019. The weighted average LCR for the Group 1
bank sample was 134% on 30 June 2017, up from 131% six months earlier.
For Group 2 banks, the weighted average LCR was 175%, up from 159% six
months earlier. Of the banks in the LCR sample, 99% of the Group 1 banks
(including all G-SIBs) and all Group 2 banks in the sample reported an
LCR that met or exceeded 100%. All banks reported an LCR at or above the
90% minimum requirement that will be in place for 2018.
Basel III also includes a longer-term structural liquidity standard - the Net
Stable Funding Ratio (NSFR). The weighted average NSFR for the Group 1
bank sample was 117%, while for Group 2 banks the average NSFR was
118%. As of June 2017, 93% of the Group 1 banks (including all G-SIBs)
and 94% of the Group 2 banks in the NSFR sample reported a ratio that
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met or exceeded 100%, while all Group 1 banks and 99% of the Group 2
banks reported an NSFR at or above 90%.

To read more:
https://www.bis.org/bcbs/publ/d433.pdf
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Sound Practices: implications of fintech developments for banks
and bank supervisors, February 2018

The Sound Practices on the implications of fintech developments for banks
and bank supervisors assesses how technology-driven innovation in
financial services, or "fintech", may affect the banking industry and the
activities of supervisors in the near to medium term.
Various future potential scenarios are considered, with their specific risks
and opportunities. In addition to the banking industry scenarios, three case
studies focus on technology developments (big data, distributed ledger
technology and cloud computing) and three on fintech business models
(innovative payment services, lending platforms and neo-banks).
Against this backdrop, current observations suggest that although the
banking industry has undergone multiple innovations in the past, the rapid
adoption of enabling technologies and emergence of new business models
pose an increasing challenge to incumbent banks in almost all the banking
industry scenarios considered.
In addition, the Committee surveyed its members' frameworks and
practices in relation to fintech matters, and carried out a public
consultation in August 2017.
Building on the supportive feedback, the Committee has further specified
the nature and scope of its contribution and has enhanced its 10 key
implications and considerations on the following supervisory issues:
-

the overarching need to ensure safety and soundness and high
compliance standards without inhibiting beneficial innovation in the
banking sector

-

the key risks for banks related to fintech developments, including
strategic/profitability risks, operational, cyber- and compliance risks

-

the implications for banks of the use of innovative enabling
technologies
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-

the implications for banks of the growing use of third parties, via
outsourcing and/or partnerships

-

cross-sectoral cooperation between bank supervisors and other
relevant authorities

-

international cooperation between bank supervisors

-

adaptation of the supervisory skill set

-

potential opportunities for supervisors to use innovative technologies
("suptech")

-

relevance of existing regulatory frameworks for new innovative
business models

-

key features of regulatory initiatives set up to facilitate fintech
innovation

To read more:
https://www.bis.org/bcbs/publ/d431.pdf
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Disclaimer
The Association tries to enhance public access to information about risk and
compliance management.
Our goal is to keep this information timely and accurate. If errors are brought to
our attention, we will try to correct them.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or similar
regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the Association has no
control and for which the Association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you should
always consult a suitably qualified professional);
-

is in no way constitutive of an interpretative document;

does not prejudge the position that the relevant authorities might decide
to take on the same matters if developments, including Court rulings, were to
lead it to revise some of the views expressed here;
does not prejudge the interpretation that the Courts might place on the
matters at issue.
Please note that it cannot be guaranteed that these information and documents
exactly reproduce officially adopted texts.
It is our goal to minimize disruption caused by technical errors. However some
data or information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
The Association accepts no responsibility with regard to such problems incurred
as a result of using this site or any linked external sites.

____________________________________________________________________________________________________________
_________________________
International Association of Potential, New and Sitting Members of the Board of Directors (IAMBD)

P a g e | 74

International Association of Potential, New and Sitting Members
of the Board of Directors (IAMBD)
1. Membership - Become a standard, premium or lifetime member.
You may visit:
www.members-of-the-boardassociation.com/HowToBecomeMember.html
2. Monthly Updates - Subscribe to receive (at no cost) Basel II / Basel III
related alerts, opportunities, updates and our monthly newsletter:
http://forms.aweber.com/form/77/609193677.htm
3. Training and Certification - Become a Certified Member of the Board of
Directors (CMBD), Certified Member of the Risk Committee of the Board
of Directors (CMRBD) or Certified Member of the Corporate Sustainability
Committee of the Board of Directors (CMCSCBD).
You must follow the steps described at:
www.members-of-the-boardassociation.com/Distance_Learning_and_Certification.htm
www.basel-iiiassociation.com/Basel_III_Distance_Learning_Online_Certification.html
For instructor-led training, you may contact us. We can tailor all programs
to your needs.
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