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Dear Member,
Today we will start with a very interesting presentation,
the keynote address of Peter Praet, Member of the
Executive Board of the European Central Bank, at the
5th Frankfurt Conference on Financial Market Policy,
organized by the SAFE Policy Center of Goethe
University, Frankfurt am Main.

EMU - how much federalism?
Ladies and gentlemen,
I would like to thank the organisers Jan-Peter Krahnen and Hans-Helmut
Kotz for inviting me to speak at the fifth edition of the Frankfurt
Conference on Financial Market Policy.
The theme of the conference is well-chosen. Despite significant
improvements to its architecture over recent years, there is a clear sense
that Economic and Monetary Union, or EMU, remains incomplete.
There is much less clarity and precious little agreement on what a complete
EMU would look like, however.
This is why the question posed by the organisers – “how much federalism”
– is so relevant.
In my remarks, I would like to first review how federalism has evolved in
the EU, highlighting that it is as much a process as it is an end-state.
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I will then – drawing on the economic concept of fiscal federalism – look
more at the question of “how much federalism”, focusing on issue of
risksharing and the role of different levels of governance within EMU.

Federalism in the EU
The nature of the discussion on federalism in Europe has changed quite
dramatically over time.
Shortly after the Second World War, the ambition for some was to create a
“United States of Europe”, mainly as a way to avoid renewed, devastating
war.
This vision was shared by those who laid the foundations of the European
Union in the 1950s, most notably Jean Monnet, the first President of the
European Coal and Steel Community.
From today’s perspective, it may seem surprising that the start of such a
grand project was confined to an area as specific as coal and steel.
But Monnet and the other early architects of European integration clearly
understood that political federalism was the end-point of long process,
which had to be achieved incrementally and through focused actions in
limited policy areas where the benefits of European cooperation could be
clearly seen.
To quote one of Monnet’s contemporaries, Alcide de Gasperi, “we must
begin by pooling only what is strictly essential to the achievement of our
immediate aims, and do this by means of flexible formulae which can be
gradually and progressively applied”.
For these “fathers of Europe”, however, it was self-evident that such
incremental measures would gradually move Europe deeper into
federalism.
Indeed, this clear sense of direction was, in their way, a key motor to keep
the integration process moving forward.
Since then, the European integration process has tended to move in waves.
There have been times when it has stalled, such as the during the “empty
chair crisis” in the 1960s.
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And there have been times when it has unexpectedly sped ahead, such as
with the launch of the Single Market Act in the 1980s, and the commitment
to Economic and Monetary Union (EMU) in the 1990s. But today, there is
some confusion as to where we stand.
In some ways, the degree of ambition to achieve a full political federation
seems to have become more limited, which has led some to wonder
whether the integration process will lose its forward momentum.
This reflects in part the failure of the Constitution for Europe in 2005.
The unsuccessful referendums in France and the Netherlands can be
interpreted in different ways, but they clearly suggested that the people of
the European Union were not ready to embark on the road towards full
political federalism – or at least not at that point in time.
It is also fair to say that the appetite for such federalism today is not much
different from in 2005.
In recent years there have been growing doubts about the European
project.
At the same time, polls consistently show that European citizens support
federal decision making in a wide range of areas, ranging from energy to
migration to the fight against terrorism.
This reflects the fact that the benefits of federalism are much broader than
its economic, fiscal and monetary dimensions.
Indeed, since the EU was originally devised as a peace-keeping device, it is
not surprising that one of the early initiatives for European integration was
a motion to establish a European Defence Community, although this failed
in 1954.
While a full defence union is probably still unrealistic, there are increasing
signs that further integration in this area could happen in the near future.
The Commission reflection paper published on 7 June of this year lays out
proposals for establishing a European Defence Fund, which could form the
nucleus of a future defence union.
Last week, the European Council welcomed the significant progress made
by Member States in preparing a Permanent Structured Cooperation
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(PESCO) in the field of defence, and the work done on the Commission’s
proposal for a European Defence Industrial Development Programme
(EDIDP). All this clearly chimes with the preferences of European citizens,
threequarters of whom support “a common defence and security policy
among EU Member States”.
The conclusion that follows is that we have to distinguish federalism as a
state from federalism as a process.
It may be the case that a full political federation is not currently desired by
European citizens.
But that does not mean that they reject the process of federalism – which is
to say, the dynamic allocation and reallocation of responsibilities to
different levels of government according to the preferences and needs of
the time.
While this process may benefit from the gravitational pull of a pre-defined
end point, it can also advance without it, so long as actions are taken in
areas where the benefits of cooperation are clear and the steps taken are
legitimate in the eyes of citizens.
Indeed, what gave the EU both momentum and popular legitimacy in the
years after the war was its achievements – effective actions in specific areas
– not necessarily the visions of a unified Europe.
So how much federalism would satisfy these requirements today?
One way to assess this is through looking at the economic aspects of
federalism.
Certainly, as Richard and Peggy Musgrave wrote, “economic analysis does
not tell us what degree of closeness the member units of a federation
should feel toward each other”. Political aspects transcend economic ones.
But economic analysis can help us better understand the consequences of
various institutional arrangements and choose the instruments we should
use to pursue our common objectives.
In the rest of my remarks I will zoom in on some of these aspects of
federalism.
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Economic aspects of federalism
An important theme – one aspect of which will be addressed in the first
session today – is risk sharing.
The crisis has reminded us that both private and public risk-sharing are
underdeveloped in Europe, and that this underdevelopment comes at huge
cost.
So, there is general agreement that risk-sharing channels need to be
improved. There is less agreement on where the emphasis should lie.
Some argue that the priority should be to strengthen private risk-sharing,
by completing the banking union and establishing a truly integrated capital
markets union.
Others argue that EMU needs to focus on public risk-sharing, be it through
introducing a central euro area fiscal capacity or creating safe assets.
In reality, separating these two channels of risk-sharing is far from the
obvious solution.
Is private risk-sharing a substitute for public risk-sharing?
Or do they complement each other?
There are several arguments in support of the view that the two channels
complement each other – but only if the right powers are matched at the
federal level.
For example, it is clear that the banking union would not fully achieve its
goal of severing the toxic link between banks and national governments
without a central fiscal backstop for the already existing Single Resolution
Fund, as well as for the European Deposit Insurance Scheme that is
still under discussion.
At the same time, fiscal backstops generally raise legitimate questions
about incentive structures to protect taxpayers, which need to be addressed
in parallel by appropriate fiscal governance at the federal level.
The process of building the banking union also illustrates how important it
is to reach an appropriate degree of federalism to achieve the objective of a
stable and integrated financial system that supports the European
economy.
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Ideally, in a genuine banking union banks would operate in the Single
Market just as they operate in their domestic market.
This is essential to reap the full benefits of financial integration.
The country in which a bank is headquartered should be irrelevant. But, in
practice, it remains relevant for as long as the consequences of potential
bank failures are still predominantly national. The irrelevance of a bank’s
headquarters, therefore, depends on the institutional structure of the
banking union.
Let me take one very specific example to illustrate my point. The banking
union is not yet considered a single geographical area in the supervisory
methodology applied to globally systematically important banks.
These G-SIBs are subject to additional capital requirements, which are
calibrated on the basis of a cross-jurisdictional indicator.
This indicator reflects the fact that failures of global banks are more
difficult to handle owing to coordination difficulties and cross-border
spillover effects.
When the responsibility for banks is shared, additional capital buffers for
cross-border activities lose their raison d’être.
A single set of harmonised prudential rules for all banks in the European
Union would not, in and of itself, be sufficient for the EU to be considered
as a single geographical area.
But the Single Rulebook, the existence of a single supervisor, the Single
Supervisory Mechanism (SSM), of a single resolution authority, the Single
Resolution Mechanism (SRM), and of a common backstop, the Single
Resolution Fund (SRF), when taken together, have equipped the banking
union with all the features of a single geographical area.
This should mean that the banking union is treated as a single geographical
area in the supervisory methodology in future.
Finally, there is the question of how to design fiscal risk-sharing
mechanisms for EMU, while taking into account EMU’s unique nature. In
existing federations the stabilisation function of the central budget is
usually a by-product of redistribution via large tax transfer systems.
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At this stage of European integration, it is clear that any politically
acceptable euro area fiscal capacity will be modest in size. So, the key
question for the economics profession is whether it is possible to remove
the link between the stabilisation function and the redistributive function,
allowing for a central budget of moderate size to have a meaningful
macroeconomic stabilisation effect.
If this were possible, such a central budget could help monetary policy,
especially in times of deep recessions when nominal interest rates may
reach their effective lower bound.
The European Commission set out some proposals in its reflection paper
published on 31 May – these require further study.

Conclusion
Let me conclude.
The answer to the question of today’s conference – “How much
federalism?” – is not easy. Yet, speaking as an economist, I think it is likely
that the right answer lies on the side of “more than today” rather than “less
than today”.
Monnet famously said that “Europe will be forged in crises, and will be the
sum of the solutions adopted for those crises.”
He was certainly right that further integration will proceed incrementally
rather than in a big bang.
What I hope, though, is that Europe will not be forged in crises only.
Significant progress towards a genuine Economic and Monetary Union has
been achieved in times of acute crisis.
Today’s improved economic environment offers a window of opportunity
to demonstrate that progress is possible in quieter times, too.
I thank you for your attention and hope you have productive discussions at
today’s conference.
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Can banking be sustainable in the future?
Per Callesen, Governor of the National Bank of Denmark, at CBS'
(Copenhagen Business School) 100 years celebration event, Copenhagen.

Key messages
Thank you for the invitation. Congratulations with the 100 years!
I will focus on three issues and set of conclusions:
First, banks will likely face stronger future competition from several
sources. This is to be welcomed from the perspective of consumers and
business.
Such competition will drive further innovation and productivity in both the
financial and non-financial sectors. Some banks will cope well with
stronger competition. Others will fail. The most important regulatory
challenge in this respect is to enable orderly resolution of failing banks.
Second, digitisation of financial services will likely continue to grow.
Payments and other financial services are already highly digitised in
Denmark and other countries. Sound digital currencies exist in the form of
private bank deposits. A couple of side issues are under debate and need
clarification.
Crypto-currencies are unhealthy for consumers and business, and
potentially, down the line, for financial stability. At the other end of the
spectrum central banks - which are the banks of the banks - should not
offer digital currencies to the general public.
Third, digitisation poses new risks, not only in financial services, but also
in financial services. Risks include vulnerable or unstable equipment,
human error and outright crime, such as cyberattacks. Coping with such
risk is costly, and a continuous struggle or arms race, but is indispensable
for financial stability and the credibility of financial institutions.
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Diversity and competition
Stronger competition in financial services is in part driven by technology
and new private business models. It is also being facilitated by regulatory
developments. We should welcome all these sources of competition.
Regulation should strive to underpin innovation and competition, not
seek to put a brake on them.
Three potential driving forces are crossborder competition, stronger
market financing – or non-bank financing – and the appearance of
Fintech, typically start-ups, as well as Techfin companies, typically major
IT companies broadening their scope of business.
Cross-border competition certainly prevails, but many financial activities
are still, even within the EU, predominantly national. There are historical
and cultural reasons behind.
But also regulation and crisis management has typically contributed to
limiting competition across borders, not least due to the adverse loop
between banks and their sovereigns – very visibly so during the 2008
financial crisis.
The Single Supervisory Mechanism, anchored in the ECB, and the Single
Resolution Mechanism represent major progress. These institutions enable
effective supervision of cross-border banks, they reduce barriers to
competition, such as unwarranted differences in regulatory standards
and practices, they reduce the risk of regulatory capture by local banks
and not least, they are a precondition for a competition-friendly resolution
of failing institutions.
Like all institution-building this work is not complete (and probably never
will be), but Banking Union is about the single market, competition and
innovation. These are not currency issues, and Denmark would benefit
from joining the Banking Union. In the meantime we should build our
own regulation on the same principles – we are in any case all committed
to joint EU regulation – seeking close cooperation and avoiding national
peculiarities where they may unnecessarily block cross-border competition.
Market-financing and non-bank lending is rather limited in Europe
compared to other advanced countries. Banks have many virtues, but we
miss out in terms of diversification and competition if they are too
dominant.
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This is acknowledged by the EU Capital Market Union initiative. A major
change from bank-driven financing to market financing is likely to occur
slowly and gradually, but it should be encouraged. By its nature, market
financing circumvents the vulnerability of bank intermediaries.
But of course regulators should be vigilant towards bank-like risk occurring
in other forms.
New technologies may lead to shrinking or the disappearance of some of
the financial intermediary activities we have been used to expect from
banks only. Currently this is particularly the case in the market for
payments.
Some of this is driven by Fintech start-ups. Some is driven by
competition-enhancing regulation such as the new payment services
directive, which allows for third party access to bank accounts – of course
based on explicit acceptance by the account holder.
Yet another source is large, well established world-wide IT or network
institutions expanding their range of activities based on their vast existing
customer base.
Also the technology-driven competition is to be welcomed, but it comes
with challenges as well. If new institutions go beyond payment activities,
if they start taking deposits and provide lending – in other words if they
become banks, they will need to be regulated as banks. If they become
too dominant, competition may eventually suffer and any systemic
importance for financial activities will need to be managed carefully by
regulators.
What does this innovative and competitive environment imply for the
banks? They will continue to exist, they will all have to adjust business
models over time, some will thrive and expand in both domestic and
foreign markets, others will shrink or disappear.
This is what market economics is about – to the benefit of society,
consumers and business.
The objective is to enable the best provision of services to the market, not
to preserve specific companies. Banks should continue to strive to be well
capitalised, and we know from history that they need a helping hand from
regulators to pursue this at all times.
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But one needs to stress one particular horizontal conclusion in the context
of competition and increasing competition, irrespective of the driving
forces. That is the need for a fully functioning and comprehensive
resolution framework, which enables market exit or restructuring of
unviable banks without triggering financial crises and without bail-outs by
taxpayers.
We are in Europe much closer to achieving this than we were in the past.
But we are not where we should be or wish to be yet. A lot needs to be
done in terms of recovery and resolution-planning by banks and
regulators.
Commitment needs to be stronger, avoiding exceptions which undermine
the credibility of the resolution framework. Communication needs to be
clear and transparent: losses and recapitalisation are to be fully borne by
shareholders and creditors, not taxpayers.
Bail-out was something authorities had to do, when that was the only
way to avoid standard bankruptcies of failing financial institutions.
Standard bankruptcies do not work for large financial institutions.
Therefore we now have the principle of bail-in, which will at the same time
allow the vital activities to continue while letting shareholders and
creditors
cover those losses they would have had to cover in case of bankruptcy
– just like in any other failing private company.
So yes, banking can be sustainable, but it would be hazardous to predict
their future market share and business models.

Digitisation and currencies
Coming back to digitisation and payment systems, one may start from
acknowledging what a payment is. A payment is basically a transfer of
ownership for an asset from one person or entity to another person or
entity. In barter economies that could work through exchanges of physical
goods or services. Cash issued by central banks made some progress
in the payment system. Modern payment systems are so much more
efficient.
In addition, people like to be able to store financial assets.
Such virtues are combined by exchanging deposits between bank accounts,
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and it became convenient to think about bank deposits as "money".
Bank deposits are one out of many other components of financial
assets. And bank deposits take many different forms. One should not forget
that any financial asset is the debt of somebody else. In the case of
bank deposits they are a liability, or debt, of the banks.
The point here is that the possibly ongoing wave of new payment
technologies is just one of a long historical series of innovations preventing
any perfect definition of monetary aggregates, not to mention observing
any stable correlation between such monetary (stock) aggregates and
real economic (flow) variables such as GDP and inflation.
If, say, a bond can be exchanged for another liquid asset, say a bank
deposit, within a very short time span, why should it matter for the real
economic decisions of a person or a company if their financial assets are
held as a bond or a bank deposit? In other words, we are not able to
control what people think of as money supply at a given point in time.
And this should not worry us. As central banks we have not even controlled the supply of notes and coins, they are issued according to demand
from the public.
What matters for the real economy is rather the entire spectrum of
financial assets and liabilities and the interest rates, which offer incentives
to build up more or less of these assets.
Of course the vital factors from a central-bank perspective include financial
stability, efficient payment systems and preserving the purchasing
power. We should care for the health of banks and we should vigilantly
monitor and sometimes control the development of credit, not least credit
provided by banks.
When it comes to payments based on bank deposits they serve the
necessary characteristics for efficient digital currencies. They can be
exchanged instantly (admittedly in most countries it will still take some
hours or days), they are sufficiently safe as enough of them are covered
by the deposit guarantee, and they retain their value because central
banks ensure price stability. Challenges still remain with respect to
international payments.
Privately initiated so-called crypto-currencies do not meet these criteria.
In particular, nobody and nothing stands behind their value, which may
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therefore fluctuate a lot and disappear entirely. Their existence is for a
start a consumer-protection issue. Arguably, some people fully understand
the products and volunteer to take upon them such risk. Other users
may not understand the risk. More importantly, should the general
public and financial institutions engage in holding such risk to a very
large extent, this may pose financial stability risks. Regulators need to be
alert to such developments and act accordingly.
For very different reasons it is neither to be recommended that central
banks change their entire business model from being the banks of banks
to issuing digital currency to the general public, say by opening an account
for every citizen and company (including foreigners?).
For a start it would not create something which is not already offered by
private banks. It would not be a substitute to notes and coins but to private
bank accounts. It would therefore rather open a highway to bank runs,
challenging financial stability, unless the amount allowed would be limited
to an extent where it could not serve useful transactions purposes.
It would add competitive distortions at the expense of private institutions
and very substantial costs in terms of IT, staff and regulatory compliance.
In addition, piling up large deposits from the general public in central
banks would raise the question if central banks should also engage in
centralized and perhaps politically motivated lending activities.

New sources of risk
Finally, unfortunately, all the virtues of digital financial services do not
come for free. The system is exposed to vulnerable or unstable equipment,
human error and outright crime, such as cyberattacks. These are
serious operational risks, which need to be managed by financial
institutions one by one, by authorities and in cooperation.
Of course we passed the point of no return quite a while ago. The use of
cash in this country is rapidly declining and digital payments accounted
for around 80 per cent of retail turnover last year.
Danmarks Nationalbank has initiated a forum for collaboration among
the critical companies in the Danish financial sector – the Financial Sector
Forum for Operational Resilience, FSOR. FSOR has three primary goals:
1. to create an overview of cyberthreats to financial stability,
____________________________________________________________________________________________________________
_________________________
International Association of Potential, New and Sitting Members of the Board of Directors (IAMBD)

P a g e | 14

2. to implement joint measures to ensure financial sector resilience and
3. to set up a framework for collaboration and knowledge-sharing.
Testing is one measure that has proven to be excellent at uncovering
cybersecurity weaknesses. We regularly test cross-sector crisis response
plans to manage serious operational incidents, including cyberattacks.
But we also seek to test the cyberresilience of individual institutions
through so-called Red Team Testing.
In a Red Team Test, an external team is hired to perform a series of
coordinated attacks. The target institution's internal IT security then has to
defend the systems to the best of their abilities.
Once the test is over, the institution's vulnerabilities and its capability to
detect and respond to the attacks are evaluated. A remediation plan is
then put in place to eliminate weaknesses before cybercriminals are able
to take advantage of them.
Thank you for your attention. Enjoy the conference!
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Independent institutions and rule of law are essential for
successful convergence
Erkki Liikanen, Governor of the Bank of Finland, at the 7th ECB
conference on central, eastern and south-eastern Europen (CESEE)
countries "Institutional quality and sustainable economic convergence",
Frankfurt am Main.

First a comment from the history of enlargements.
The first post- cold war - enlargement negotiations started in March 1993.
These were concluded in spring of 1994. Austria, Finland and Sweden
joined in January 1995. I was one of the negotiators then.
In the middle of these negotiations, in June 1993, the Danish presidency
hosted Copenhagen European Council. The Council wanted to show the
path to 10 Central and Eastern European countries who desired to become
a member of the EU.
The Summit defined three key pillars, preconditions for the membership:
The membership requires:
1. the candidate country has achieved stability of institutions guaranteeing
the rule of law, human rights and respect for and protection of minorities.
2. the existence of a functioning market economy as well as the capacity to
cope with competitive pressure and market forces within the Union.
3. the ability to take on the obligations of membership, including
adherence to the aims of political, economic and monetary union.
In the summit in Essen in 1994 the Pre-Accession strategy was confirmed
and it turned out to be very successful.
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Four years later, in July 1997 the European Commission assessed the
candidate countries in her opinion. This opinion was a pre-condition for
membership negotiations. I was a member of that European Commission.
The first chapter of the Commission opinion analysed the political criteria
with the Title Democracy and the Rule of Law. The Judiciary, its structure
and its functioning got a particular attention.
It is no surprise to anyone that these issues remain a corner stone in the
European Union. When joining the EU, the countries took the commitment
to respect these principle.
It is also very important that European Commission monitors the
developments closely and takes also actions, when needed.
The enlargement negotiations were launched in March 1998 in Brussels.
We can all agree that economic convergence in the CESEE countries has
been a success. With the help of foreign investment and especially market
access to the European Union, countries in the region have been able to lift
their incomes significantly.
For example, during the past 25 years real per capita gross domestic
product in Hungary and the Czech Republic increased by approximately
80% - very rapid increase in welfare.
Some countries did even better: In Poland and Estonia corresponding
increase in economic welfare was approximately 170%. Research from the
EBRD shows that the countries that joined the EU have also been better in
ensuring that growth is inclusive.
Rapid economic growth in the region, integration with the older EU
countries and convergence towards them has been an economic success
story for the whole continent, showcase example of economic reforms
yielding benefits that can be and are shared widely.
Many EU member countries that joined in 2004 are now integral parts of
EU-wide production networks. I was happy to witness the arrival of the
new member states and also new members to the European Commission
before moved to the Bank of Finland and to the ECB Governing Council in
July of the same year.

____________________________________________________________________________________________________________
_________________________
International Association of Potential, New and Sitting Members of the Board of Directors (IAMBD)

P a g e | 17

As we celebrate these achievements, we need to remember their
prerequisites. Global economy is full of sad examples of countries failing to
catch up, failing to improve welfare of their citizens.
If institutions are not stable and credible, and if the rule of law is not
respected, then it is not possible to attract investments and not possible to
ensure sustainable economic convergence in the longer term.
In this regard performance of the countries in the region was helped by the
European Union, which was the anchor. It offered both economic
assistance and also a model of democracy, which respected rule of law and
separation of powers.
While this model of independent institutions and rule of law has been
successful, many see it now challenged in various parts of the world, and
the issue is not unknown here, either.
Every country and every nation has her right to choose their political
leaders and political tendencies. But membership in the European Union,
which is based on common values and respect of the rule of law, brings also
its obligations.
The question is: How to preserve the rule of law, how to preserve
independence of public institutions, including central banks and financial
supervisors, from undue political influence?
Economic literature and history tell how important the role of institutions
is for sustainable economic growth. Countries that are able to share
increasing prosperity and, for example, ensure education opportunities are
better placed to uphold functioning institutions in the long-run.
However, countries with good economic performance are not immune to
temptations of various degrees of populism. One type of populism is that
establishment and the forces in power is challenged. T
his is a challenge everyone in power must accept and can be a healthy
warning. But if it takes a form where pluralist democracies and
independence of institutions and rule of law are questioned, the situation
can become very serious.
Then resilience of the rule of law and independent institutions can be
tested. In the long-run such tensions within societies, especially if they
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persist, can be detrimental to economic development. Moreover, damage to
the cohesiveness of a society may be hard to repair after such periods.

____________________________________________________________________________________________________________
_________________________
International Association of Potential, New and Sitting Members of the Board of Directors (IAMBD)

P a g e | 19

Vulnerability of Wi-Fi WPA2 networks
A serious vulnerability affecting the Wi-Fi Protected Access II – WPA2
protocol has been discovered. A potential attack would work against most
Wi-Fi network setups e.g. the original WPA, WPA2, and even against
networks that only use the Advanced Encryption Standard (AES)
technique.

Every time a vulnerability affects the security of a network or a
cryptographic protocol, a wide range of devices or services are potentially
put at risk.
This vulnerability enables an attacker to modify the protocol’s handshake,
which can essentially lead to intercepting the internet traffic of a Wi-Fi
network. Also, depending on the network configuration, the attacker could
inject and/or manipulate data without owning or breaking its password
security.
The affected devices such as smart devices, Internet of Things (IoT),
routers etc. might never receive a patch addressing the issue.
A potential attacker who is in the physical proximity of a protected Wi-Fi
network and carries out this attack performs a ‘man-in-the-middle’ attack.
The attacker can essentially intercept or decrypt internet traffic without
owning any passwords or cryptographic keys. Therefore, changing the WiFi password would not be of help.
The EU Cybersecurity Agency ENISA has collected and analysed
information on this situation and has issued a cybersecurity info note at:
https://www.enisa.europa.eu/publications/info-notes/an-overview-of-thewi-fi-wpa2-vulnerability
This provides a comprehensive overview of the event and key
recommendations on how to proceed in case people and organizations are
affected.
Despite the fact that this vulnerability is present in the Wi-Fi standard and
thus affects a very large number of devices, Wi-Fi users should not panic.
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This issue can be resolved through software and firmware updates.
While waiting for manufacturers to prepare and push patches for their
devices, you should either apply the available security measures or to use
the 4G mobile internet connection deliver by your carrier instead of a WiFi connection.
For each of your Wi-Fi enabled devices, check with the manufacturer or
vendor and apply patches as soon as they become available.
Also, apply security measures on different layers. For example, use only
HTTPS websites and trusted Virtual Private Network (VPN) providers.
If you’re an organization, you should separate your wireless network from
the enterprise, wired networks.
All EU Member States regulatory authorities are aware of the seriousness
of the situation. They have issued warnings, alerts or other relevant
information that include also recommendations for end users.
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Bad Rabbit ransomware

This week, ‘Bad Rabbit’ ransomware infections have been reported in
countries including Russia, Ukraine, Bulgaria, Turkey, Germany and
Japan.
The NCSC has not received any reports that the UK has been affected by
this latest malware attack. The majority of infections have been in Russia,
where media organisations were worst affected. Russia’s Interfax News
Agency suffered outages to several of its services, including its news portal.
Ukrainian victims included the Ministry of Infrastructure, Odessa airport
and Kiev metro.
Bad Rabbit asks victims to pay 0.05 Bitcoin (currently worth
approximately £210) to restore their files.
A small number of transactions are reported to have been made, although
these are unconfirmed, and it is currently unknown whether paying the
ransom leads to decryption of files.
The infection vector is believed to be via certain compromised media
websites in the affected regions, which asks the user to execute a fake
Adobe Flash Player update.
Researchers including FireEye and Crowdstrike have identified several
links between Bad Rabbit and the NotPetya ransomware, including the use
of similar Javascript code to redirect victims.
While claims have been made that Bad Rabbit made use of the EternalBlue
exploit leveraged by WannaCry and NotPetya, these have been widely
refuted; subsequent claims have been made that the EternalRomance
exploit was leveraged.
It is currently unclear who is responsible for this ransomware. NCSC
technical analysis is ongoing to provide more clarity on technical
indicators. There are no reported UK victims to date.
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Nevertheless, it should be noted that UK organisations would be vulnerable
were they to visit any of the infected websites. In the case of NotPetya for
instance, a number of UK organisations were infected.
The NCSC has provided some mitigation advice in its public statement,
highlighting the importance of patching, using proper antivirus services
and having effective backup procedures. To read the advice:
https://www.ncsc.gov.uk/news/statement-bad-rabbit-malware-incident
In addition to this, Bad Rabbit makes use of a set of hard-coded
username/password combinations in order to attempt to spread to SMB
shares on the local network.
Organisations should ensure that these username/password combinations
do not exist anywhere on their network, and in general that they follow
good password practices (as per NCSC password guidance at
https://www.ncsc.gov.uk/guidance/password-collection).
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Questions & Answers
Security Union — Commission presents anti-terrorism package
to better protect EU citizens

Security has been a political priority since the beginning of the Juncker
Commission's mandate. Since adopting the European Agenda on Security
in April 2015, the Commission has been supporting Member States by
creating the right framework at EU level to better protect EU citizens.
Decisive action has been taken to deny terrorists the means to carry out
attacks, share intelligence between Member States, protect Europeans
online and better manage our borders.
The Commission reports regularly on progress made towards creating an
effective and genuine Security Union and is today presenting its 11th
Progress Report, setting out a package of operational and practical antiterrorism measures to be rolled out over the next 16 months.
These measures will help Member States address vulnerabilities exposed
by recent terrorist attacks and will make a real difference in enhancing
security.
The measures will:
-

Support Member States in protecting public spaces;

-

Close the space in which terrorists can operate by further restricting
access to explosive precursors and improving cross border access to
financial information;

-

Enhance preparedness, resilience and coordination at EU level in case
of an incident involving chemical, biological, radiological or nuclear
(CBRN) substances;

-

Support law enforcement and judicial authorities that encounter
encryption by criminals in criminal investigations;
Set out the next steps on countering radicalisation;

-
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-

Reinforcing the EU's external action on counter-terrorism.

1. An EU Action Plan to support the protection of public spaces
What has been done so far at EU level?
Whilst Member States are primarily responsible for protecting public
spaces, the EU can and should do more to provide support to improve
preparedness and better protect them from the threat of terrorism.
The Commission's work on supporting the protection of public spaces (and
so-called "soft target" protection) has focused on facilitating practical
cooperation by bringing law enforcement practitioners together to share
best practice, developing guidance materials and conducting detection
trials together with Member States.
Building on this work, as well as work undertaken in the context of critical
infrastructure protection such as research on the physical protection of
buildings, the Action Plan presented today sets out immediate, concrete
measures to support the Member States improve the physical protection
and reduce the vulnerability of public spaces.
Why is the Commission proposing an Action Plan?
With the growing threat to public spaces, as shown by the recent attacks in
Barcelona, Berlin, London, Manchester, Nice, Paris and Stockholm, there
is a need to do more in this area, including at EU level, by facilitating
cooperation, sharing information and best practices across borders —
including through targeted funding of over €118 million over the next
year— and providing guidance to Member States.
The EU can also provide support through the establishment of forums
involving a wide range of stakeholders in this work, including from the
local level and the private sector.
As part of the Action Plan, the Commission will:
-

Set up specialised forums for exchanging expertise and best practice. A
Practitioners' Forum will be established where law enforcement
practitioners and existing law enforcement networks can share
knowledge about protecting public spaces. A High-Risk Security
Network will be established to organise common trainings and joint
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exercises for law enforcement to improve their preparedness and
enhance their response capacity.
-

Help develop guidance material and work towards common standards
on issues such as the physical protection of buildings, the protection of
specific events (e.g. sporting events) or places (e.g. airports), the design
and planning of public spaces in order to make them more secure and
the better use of detection methods (e.g. technologies and the use of
dogs), including "security by design" solutions to make public spaces
more secure while preserving their open and public nature.

-

Foster the involvement of stakeholders in protecting public spaces by
establishing an Operator's Forum to engage with all stakeholders,
including private sector operators such as concert hall owners and car
rental companies, with the aim of encouraging public–private security
partnerships. The Commission will also pursue dialogue with local and
regional authorities, including mayors of major European cities, to
share best practice and facilitate funding opportunities.

How much additional funding will the Commission make available for the
protection of public spaces?
EU funding can support Member States in the protection of public spaces,
drawing on expertise and best practice in other Member States and
enhancing cooperation across borders.
Funding can, for example, support measures to promote the development
of innovative security by design infrastructure, including measures such as
access control zones at the entrance to buildings that ensure secure public
spaces without changing their open character.
As part of the Action Plan, the Commission is today making an additional
over €118 million available in EU funding, both for short- and mediumterm measures.
Increased EU funding for short-term measures: To address immediate
needs, the Commission is today launching a call for project proposals
through the Internal Security Fund (ISF) Police for a total amount of €18.5
million.
This funding will support transnational projects improving the protection
of public spaces (e.g. development of new concepts of urban design).
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Funding will also be made available within this call to improve the
cooperation between first responders in the aftermath of terrorist attacks
through projects that aim to enhance the coordination between, for
example, law enforcement, civil protection and medical services.
Increased EU funding for medium-term measures: The short-term funding
will be complemented with additional funding of up to €100 million in
2018 through the Urban Innovative Act under the European Regional
Development Fund (ERDF) to support projects ensuring the physical
resistance of buildings, the physical protection of crowded places and
promoting security by design.
The Commission is currently collecting ideas from cities on innovative
security solutions, to prepare the relevant calls for proposals to be
launched in October 2018.
In addition, the EU has so far funded 48 security research projects related
to the protection of public spaces under the Seventh Framework
Programme and Horizon 2020 for a total amount of €195 million.
A dedicated topic on the protection of public spaces will be included in a
call for research proposals under Horizon 2020 in its 2018–20 Work
Programme.
How much funding is the Commission making available for other security
related actions through the Internal Security Fund?
The Internal Security Fund (ISF) was set up for the period 2014-20 to
promote the achievement of an efficient and genuine Security Union, law
enforcement cooperation and improve the management of the EU's
external borders.
The ISF–Police component of the Internal Security Fund contributes to
ensuring a high level of security in the EU by funding projects to combat
crime, including terrorism, and to reinforce coordination and cooperation
between law enforcement authorities and other national authorities in
Member States, including with Europol.
The ISF–Police fund is mainly utilised by participating Member States
through shared management with the Commission — i.e. each country
makes use of the funding through national annual programmes setting out
the yearly priorities and objectives. For the period 2014–20, Member
States have at their disposal a total of €754 million.
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In addition, the Commission manages part of the ISF–Police fund directly.
For 2017, the Annual Work Programme budgets a total of €108 million for
direct management by the Commission — almost 3 times the amount for
2016 (€39 million).
Five priority areas have been defined for 2017: counter-terrorism,
organised crime, cybercrime, operational cooperation and information
exchange.
What measures are taken to improve transport security?
With recent terrorist attacks focusing increasingly on public spaces,
transportation means are both targets of terrorist acts but also a means to
conduct attacks (e.g. hijacked planes or truck-ramming).
In response to this, there is a need to assess the degree to which transport
security rules ensure security while also ensuring fluid transport networks.
Because its infrastructure is by nature open, rail transport is a high risk
target.
In June 2017, the Commission, along with Member States, launched a
common railway risk assessment and is working on further measures to
improve passenger railway security.
In road transport, the Commission is developing a best-practice security
guidance toolkit for the end of 2017 focusing on truck security to address
the risk of hijacking and theft of trucks used in ramming attacks, while new
technologies are also being explored, such as collision avoidance systems
and automatic emergency braking.
While the aviation sector is already a well-protected sector, the
Commission will further enhance airport security by providing guidance on
the protection of landside areas with a focus on passenger flows.
The Commission will also continue enhancing maritime transport security,
in particular to step up the protection of ports, container ships and
passenger transport ships such as ferries and cruise ships.

2. Cutting access to explosive precursors and improving cross
border access to financial information
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What measures are in place at EU level to restrict the access to explosive
precursors?
At EU level, the Regulation on Explosives Precursors, adopted in 2013,
harmonises rules across Europe on the availability, introduction,
possession and use of certain chemical substances or mixtures (such as
hydrogen peroxide) that could be misused for the illicit manufacture of
explosives.
The EU rules ensure that the general public cannot acquire, possess and
use the restricted chemical substances unless their Member State
establishes a licensing or registration system.
Economic operators in the supply chain are also required to report
suspicious transactions, disappearances and thefts involving a broad list of
chemicals.
Whilst the implementation of this Regulation has contributed to reducing
access to dangerous explosive precursors, recent terrorist attacks and
incidents indicate that the threat posed by home-made explosives in
Europe remains high.
In spite of the efforts to effectively restrict and control access to them,
explosives precursors continue to be accessed and used for the purpose of
making home-made explosives.
As part of the measures presented today to cut off access to the means used
by terrorist to prepare and carry out attacks, the Commission is today
presenting a Recommendation setting out immediate steps to prevent the
misuse of explosives precursors.
What new measures is the Commission recommending today?
To restrict as much as possible the access to and use of explosives
precursors by terrorists better achieve the objectives of the Regulation on
explosive precursors, the Commission is today recommending that
Member States:
-

Assess whether the prohibition, licensing or registration system for
precursors in place at national level is effectively contributing to restrict
the availability of these substances, and inform the Commission of the
result of this assessment within four month after the adoption of the
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Recommendation. The information received from Member States will
help to consider if possible further measures are necessary at EU level.
-

Promote and, where possible, require the use of alternatives substances
or lower concentrations that can be used for the same legitimate
activity whilst posing less concern to security.

-

Establish conditions for the secure storage of explosives precursors for
economic operators, professional users and members of the general
public who are legally in possession of explosives precursors.

-

Carry out background checks on anyone applying for a licence and set
up inspection systems to identify non-compliance by economic
operators.

-

Engage with the supply chain by providing training to law enforcement
and customs authorities.

-

Encourage end-users of explosives precursors to report any significant
disappearances or thefts.

-

Exchange information on suspicious incidents with other Member
States, whenever there is a potential cross-border element.

The Commission is also stepping up its review of the Regulation with an
impact assessment to be carried out during the first half of 2018.
How will cross-border access to financial information be improved?
Due to its reliability and accuracy, financial data can help identify
terrorists, uncover links with accomplices, establish the activities and
logistics of suspects and map out terrorist networks.
Having a rapid overview of the financial activities of suspects and their
accomplices can provide law enforcement with crucial information to
prevent attacks or react in the aftermath of an attack.
Access to financial transaction data held in other Member States can be
facilitated through Financial Intelligence Units.
The European Investigation Order also offers new possibilities to obtain
financial transaction data when such information needs to be used as
evidence in criminal proceedings.
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The Commission is exploring options to improve cooperation among
Financial Intelligence Units and in the context of the proposed
amendments to the 4th Anti-Money Laundering Directive currently under
negotiation with the co-legislators, work is on-going to facilitate access to
financial data within a Member State, with the establishment of central
bank account registries or data retrieval systems in all Member States.
These systems will be accessible to Financial Intelligence Units. Building
on this work, the Commission is preparing an initiative to broaden law
enforcement access to bank account registries.
The Commission is also analysing the need for additional measures to
facilitate access to financial transaction data held in other EU jurisdictions
for counter-terrorism investigations.
Bringing together ongoing assessments regarding the use of financial
information for counter-terrorism investigations, the Commission will
organise a stakeholder meeting in November 2017 to discuss:
-

The main obstacles to effective and timely access to financial
transaction data held in other Member States for counter-terrorism
investigations;

-

The necessity, technical feasibility and proportionality of possible
additional measures to facilitate cross-border access to financial
transaction data for counter-terrorism investigations in a quick,
effective and secure manner.

The Commission continues to promote the exchange of best practice
concerning investigation techniques and analysis of terrorist methods to
raise and move funds, including financial support based on a call for
proposals launched today worth €2.5 million.

3. A new EU Action Plan to strengthen chemical, biological,
radiological and nuclear (CBRN) security
Why is the Commission proposing a new Action Plan?
In 2009, the Commission adopted a chemical, biological, radiological and
nuclear (CBRN) Action Plan with the aim to prevent and limit the impact
of risks by restricting access to CBRN materials, improving their detection
and enhancing the response to incidents involving CBRN substances.
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Although CBRN agents have not been used in terrorist attacks in Europe
and whilst the probability of an attack using CBRN is considered low, the
overall CBRN threat is evolving and the impact of a possible attack could
be high.
The EU is therefore focusing on stepping up prevention, preparedness and
response planning.
The new Action Plan presented today builds on the work launched in the
2009 Action Plan and addresses the gaps identified following the review of
its implementation, also taking into account emerging threats.
Many of the actions proposed will also improve society's preparedness for
possible incidents involving CBRN that are unconnected to terrorism.
Measures proposed in the new Action Plan will:
-

Reduce the accessibility of CBRN materials by optimising the exchange
of technical information about CBRN weapons through a systematic
inclusion of technical information on CBRN weapons and incidents in
the European Bomb Data System managed by Europol, and improving
customs detection capability and better address insider threats in
facilities holding CBRN materials.

-

Boost preparedness and response to security incidents by developing a
common EU training curriculum for first responders (law enforcement,
civil protection, health) to incidents, by re-engineering the Early
Warning and Response System (EWRS) to improve information flow
regarding cross-border threats to health. Handbooks to raise awareness
of the risks related to emerging biotechnologies will be developed in the
fourth quarter of 2018. A mapping of existing EU training activities will
be completed by January 2018 and a roll-out of new training and
exercises will start in the fourth quarter of 2018.

-

Build stronger links with key international and regional partners by
organising joint workshops or exercises with strategic partners (such as
the US), by cooperating more closely with NATO to design common
trainings on CBRN, and by sharing best practices with multilateral
organisations (such as Interpol and IAEA).

-

Enhance and exchange knowledge of CBRN risks at EU level by
establishing an EU CBRN security network composed of national
CBRN Security Coordinators, EU experts and Europol's European
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Counter-Terrorism Centre (ECTC) to pool expertise and coordinate
initiatives; by exploiting better research results; and by identifying new
research needs such as solutions on how to mitigate emerging threats.
The network, to be fully operational by 2018, will be supported by a
CBRN knowledge hub in Europol as well as expertise available in
Member States.
The technical complexity, relatively low likelihood and high costs related to
prevention, preparedness and response to CBRN incidents make this an
area where cooperation at EU level and pooling of resources with a view to
achieving better preparedness for possible CBRN incidents, including those
unconnected to terrorism, are particularly useful and result in significant
security gains.

4. Supporting law enforcement in criminal investigations online
What is the role of encryption in criminal investigations?
Law enforcement and judicial authorities are increasingly facing challenges
posed by the use of encryption by criminals in the context of criminal
investigations.
This is not only limited to serious crimes: in many cases, electronic data
may be the only information and evidence available to prosecute and
convict criminals.
The challenges are not only due to attempts by criminal users to disguise
their electronic communication and privately stored data, but also due to
the default option of many communication services to apply encryption.
The use of encryption by criminals, and therefore its impact on criminal
investigations, is expected to continue to grow in the coming years.
How is the Commission proposing to support Member States on
encryption?
Following consultation with Member States and stakeholders, the
Commission has proposed today:
-

to support Europol to further develop its decryption capability;

-

to establish a network of centres of encryption expertise;
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-

to create a toolbox for legal and technical instruments;

-

to provide training for law enforcement authorities, supported by
€500,000 from the ISF–Police fund in 2018;

-

to establish an observatory for legal and technical developments;

-

to establish a structured dialogue with industry and civil society
organisations.

In early 2018, the Commission will present proposals to provide for a legal
framework to facilitate access to electronic evidence.

5. Countering radicalization
How does the Commission support Member States in their efforts to
counter radicalisation?
Recent attacks have shown that some terrorists have been radicalised very
quickly, be it online or offline. The prevention and countering of
radicalisation is a key element to effectively fight against terrorism and
prevent attacks from taking place.
The European Commission has been supporting Member States for over a
decade in their efforts across several policy areas, from tackling extremist
propaganda online and radicalisation in prisons to promoting inclusive
education and common values.
Support is provided for example through dedicated EU funding and
through the setting up of a number of dedicated expert groups and forums
to improve EU cooperation in different areas.
In July 2017, the Commission set up the High-Level Expert Group on
Radicalisation to step up efforts to prevent and counter radicalisation and
improve coordination and cooperation between all relevant stakeholders,
building on the achievements obtained so far.
The Group is tasked with setting out recommendations for further work in
this area, with a first interim report to be completed this year, including on
the need for and added value of establishing an EU Centre for the
Prevention of Radicalisation.
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In parallel, the EU is further engaging on reducing and countering online
radicalisation, notably through the EU Internet Forum.
In July 2017, the EU Internet Forum set out an Action Plan to combat
terrorist content online, calling on the internet industry to take decisive
action, devote resources and develop the necessary technological tools to
ensure the swift detection and take-down of harmful material.
Currently, some companies are reporting that 75% of content is now
detected automatically and then referred to human reviewers for the final
decision on removal, whereas for others, 95% of content is now detected
via proprietary detection tools.
On 6 December 2017, the European Commission will convene the EU
Internet Forum at Ministerial level with the participation of high-level
representatives of the internet industry to assess progress and pave the way
for future action.
On 28 September 2017, the actions taken in the context of the EU Internet
Forum were reinforced by new guidance and principles for online
platforms to increase the proactive prevention, detection and removal of
illegal content inciting hatred, violence and terrorism online.
The Commission will carefully monitor progress made by the online
platforms over the next months and assess whether additional measures
are needed, including possible legislative measures to complement the
existing regulatory framework.
This work will be completed by May 2018.
The Commission also continues to work on preventing radicalisation in
prisons.
In this area, the Commission supports Member States to develop deradicalisation and rehabilitation schemes, as well as risk assessment tools
to help judicial authorities to fight this phenomenon.
On 27 February 2018, the Commission will organise a conference bringing
together judges, prosecutors, prison and probation staff to discuss the
criminal justice response to radicalisation and share results of ongoing
projects.
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6. Reinforcing the EU's external action on counter-terrorism
EU external action on counter-terrorism
Cooperation with third countries in the fight against terrorism and
organised crime is a prerequisite to strengthen the Union's internal
security.
Why is the Commission proposing a revised Passenger Name Record
(PNR) Agreement with Canada?
Following the opinion of the European Court of Justice in July 2017 on the
EU-Canada PNR Agreement, the Commission is preparing negotiations to
revise the text of the Agreement.
To this effect, the Commission has today submitted a Recommendation to
the Council to authorise the opening of negotiations for a revised
Agreement in line with all the requirements set out by the Court in its
Opinion.
Given that the use of PNR data is an important tool to fight terrorism and
serious transnational crime, the Council is invited to swiftly authorise the
opening of these negotiations.
How is the Commission proposing to strengthen Europol's cooperation
with third countries?
In the light of the EU's operational needs in terms of security cooperation
with third countries, the Commission will put forward recommendations to
the Council before the end of the year to authorise the opening of
negotiations for agreements on the transfer of personal data between
Europol and Algeria, Egypt, Israel, Jordan, Lebanon, Morocco, Tunisia and
Turkey.
Such agreements will further strengthen Europol's capabilities to engage
with these third countries for the purposes of preventing and combatting
terrorism and serious crimes.
Proposals for Council decisions on the conclusion of the Council of Europe
Convention on the prevention of terrorism
To step up international cooperation on counter-terrorism, the
Commission is today presenting proposals for Council Decisions on the
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conclusion of the Council of Europe Convention on the Prevention of
Terrorism and its Additional Protocol.
The Convention, adopted by the Council of Europe in 2005, relates to the
criminalisation of terrorist and terrorist-related activities, to international
cooperation regarding such offences and to protection, compensation and
support for victims of terrorism.
The Additional Protocol to the Convention, adopted by the Council of
Europe on 18 May 2015, furthers a common understanding of, and
response to, offences related to foreign terrorist fighters.
The EU signed the Convention and its Additional Protocol in October 2015.
With the adoption of the Directive on Combating Terrorism in March this
year, the EU has now transposed all the provisions of the instrument,
paving the way to completing its commitment to become a party to the
Convention and its Additional Protocol.
Today's proposal will conclude this procedure.
The High Representative and the European Commission are also working
jointly to implement the decision taken by the Ministers of Foreign Affairs
in June 2017 on EU External Action on Counter-Terrorism. This includes:
-

Strengthen the network of counter-terrorism experts in EU
Delegations;

-

Enhance cooperation between Common Security and Defence Policy
missions and operations and EU Justice and Home Affairs Agencies;

-

Step up international cooperation with partner countries, key strategic
partners and key regional and multilateral partners.
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Security Union: Remarks by Commissioner King at the press
conference on the anti-terrorism package

In his state of the union address, President Juncker called for the EU to be
stronger in fighting terrorism.
We can't stop all attacks, we can't deliver zero risk. But we can make it
harder and harder for the terrorists and others who wish us ill to carry out
their attacks.
We have to accept that the terrorists don't stand still; they change and
adapt their methods. We need to be ready to adapt our response.
The package that we have just agreed, that we are presenting today, tries to
learn some of the lessons of the recent horrible attacks that we have
experienced across the Member States.
It proposes a set of measures to build our resilience; to limit terrorists'
access to the means to carry out attacks; and to strengthen international
cooperation.
We have taken a series of measures over the last couple of years and in
particular over the last year.
But as we have cut down the space in which terrorists can act, we have also
seen a rise in so-called "low-tech terrorism". Terrorism against public
spaces.
We have seen a horrendous truck attack in Nice and that has been
mimicked in Berlin, London, Stockholm, Barcelona.
Terrorists target places where people gather to live their lives: tourist sites,
transport hubs, public squares, sports and concert venues.
The mayors and representatives of over 60 cities who gathered together
recently in Nice, underlined the need for us to work together to help
protect such public spaces.
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We believe that we can take action to make public spaces less vulnerable
without completely changing their nature as fundamentally open spaces
where we gather to live our lives. And we want to work with Member
States, regional and local authorities to do that.
We have identified just under €20 million, €18.5 million from security
funding this year to finance projects to do this, to work with Member
States, local and municipal authorities to protect public spaces.
And we have identified a further €100 million from regional funding for
next year.
Of course, some of the spaces that we are talking about are privately
owned, so we also want to set up a forum to engage with the private sector
to encourage the maximum cooperation between public authorities and the
private sector.
Today we are also setting out an action plan on chemical, biological,
radiological and nuclear risks.
I want to underline that we haven't got any new particular piece of
intelligence and the risk of such attacks remains low, but we do need to be
prepared, and we need to make sure that we have cut terrorists' ability to
get access to that dangerous material.
Many of the recent attacks have either used or sought to use explosives.
The home-made explosive TATP remains a Da'esh's weapon of choice.
We already have across the EU a Regulation in place on so-called explosive
precursors, limiting access to the ingredients that are mixed together to
generate TATP.
Today we are presenting a Recommendation to make sure that the
Regulation is being implemented by all Member States to the best effect.
We also are going to launch a fuller review of the Regulation to see whether
actually we need to change the underlying Regulations.
We are setting out measures on encryption today. The wider debate about
encryption will continue.
It obviously plays a vital part in our security- not least our cybersecurity,
which we underlined in the Cybersecurity Package a couple of weeks ago.
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But it can also be used, misused by criminals and terrorists. So we believe
there is more we can do to support law enforcement and judicial
authorities when they encounter encryption in the course of criminal or
terrorist investigations.
So we have proposed a set of techniques, technical support and financial
support to help the Member States authorities when they are trying, for
example, to get encrypted information from a seized device, a telephone or
a computer.
Some Member States are more equipped technically to do that than others.
We want to make sure that no Member State is at a disadvantage by
sharing the technical expertise amongst Member States and reinforcing the
support that Europol can offer.
We are taking some further measures to look at terrorist finance.
Of course this isn't new; we have done a series of proposals over the last
couple of years on terrorist finance.
But we still need to address the obstacles to accessing financial transaction
data in another Member State, particularly in the context of counterterrorism investigations.
So we want to have a discussion about what we can do to make that easier
and faster.
Tackling terrorism requires us to work with our neighbours and partners to
reinforce international cooperation against the terrorist threat.
That's the message I took from the meeting I mentioned in Nice, with city
mayors from across Europe and from across the Mediterranean region;
and again from the meeting earlier this week where I was with Dimitris
Avramopoulos and the G6 Ministers with Morocco.
To enhance Europol's cooperation with third countries, we are
recommending to the Council to open negotiations for reinforced
agreements with Algeria, Egypt, Israel, Jordan, Lebanon, Morocco, Tunisia
and Turkey.
And, finally in its opinion of the end of the end of July, the European Court
of Justice stated that our proposed PNR agreement with Canada could not
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be concluded in its current form. So we are recommending to the Council
to launch negotiations with the Canadians to revise the agreement
accordingly.
Separately, the Commission continues to support EU Member States in
implementing our EU-wide PNR Directive. The obligations on Member
States deriving from that Directive are, in our view, unaffected by the
Court's Opinion.
The progress being made against Da'esh on the ground in Iraq and Syria is,
welcome news. But as they lose ground, as they lose the foothold in their
so-called Caliphate, I don't think we can expect the terrorist threat to go
away. Indeed we should expect Da'esh to look for other ways to operate, to
spread their propaganda and to wage what they regard as their struggle
against our values and our way of life.
So we need to be ready to respond. The measures we're announcing today
will help further cut the space in which terrorists of all kinds can operate.
And further step up our support to Member States to help them to counter
these threats.
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Fifth BCBS-FSI-BSCEE high-level meeting on supervisory
priorities in Europe, Basel, Switzerland.

The Basel Committee on Banking Supervision (BCBS), the Financial
Stability Institute (FSI) of the Bank for International Settlements (BIS) and
the Group of Banking Supervisors from Central and Eastern Europe
(BSCEE) jointly organised the fifth high-level meeting on supervisory
priorities in Europe at the BIS in Basel on 18-19 October 2017.
The event was co-chaired by Mr Fernando Restoy, FSI Chair, and Mr
William Coen, BCBS Secretary General, and attended by Ms Helen
Mashnina in representation of the Chair of the BSCEE group.
Fifty-two senior representatives from 30 European jurisdictions discussed
topical banking regulatory and supervisory issues such as proportionality
in banking regulation; identification, measurement and resolution of nonperforming loans (NPLs); implementation of the post-crisis banking
resolution framework; and regulation and supervision of cybersecurity.
In his opening address, Mr Claudio Borio, Head of the Monetary and
Economic Department at the BIS, shared his views on prospects for
financial stability in Europe and worldwide.
He elaborated on the implications of three long-term trends, termed the
"risky trinity": declining labour productivity growth, rising global debt and
narrowing policy room for manoeuvre.
He noted the types of risk faced in a number of countries less affected by
the Great Financial Crisis, in the form of a build-up of traditional financial
imbalances, and those in some countries most affected by it, in the form of
incomplete balance sheet and bank repair. He highlighted the possible risk
of a debt trap.
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In her keynote address, Ms Danièle Nouy, Chair of the Supervisory Board
of the European Central Bank, argued that Europe chose the right
regulatory and supervisory response to the financial crisis.
The revamped European rulebook for banks as well as the European
banking supervisory and resolution frameworks have made banks safer
and sounder, and reduced the likelihood of future crises.
At the same time, they have helped to level the playing field for banks and
set the ground for a truly European banking sector.
However, Ms Nouy also pointed out that more needs to be done: a
European deposit insurance scheme needs to be set up and the rulebook
for banks needs to be harmonised further.
Mr Andrea Enria, Chairperson of the European Banking Authority,
highlighted the importance of accurate valuation for both going- and goneconcern supervision.
He noted that there have been improvements in addressing the "too little
too late" concern of the G20, thanks to more forward-looking valuations
and enhanced transparency to foster market discipline.
However, he also underlined that accounting valuation is a necessary but
not sufficient step to address all supervisory concerns, especially those
related to NPLs.
Therefore, Mr Enria indicated that supervisors, through their own
mandates, can and should actively encourage banks not only to make
realistic valuations, but also to take proactive steps to address potential
weaknesses.
In his concluding remarks, Mr Restoy stressed that with the post-crisis
regulatory reforms nearing completion, the international regulatory
community is now shifting emphasis from regulation to effective
implementation.
In this context, he emphasised the importance of facilitating the exchange
of experiences and approaches among supervisors, to ensure that sound
practices are disseminated throughout the global supervisory community.
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Note
The FSI was jointly created in 1998 by the BIS and the BCBS to assist
supervisors around the world in improving and strengthening their
financial systems.
The FSI achieves its mandate through its policy implementation work, in
particular the FSI Insights publications; outreach events to senior officials
such as high-level meetings, policy implementation meetings and
conferences; and FSI Connect, the BIS's web-based learning tool for
financial sector supervisors.
For further information on the FSI, visit www.bis.org/fsi
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Financial innovation - a world in transition
Jerome H Powell, Member of the Board of Governors of the Federal
Reserve System, at the 41st Annual Central Banking Seminar, sponsored by
the Federal Reserve Bank of New York, New York City.

We live in a world defined by the rapid pace of technological change.
Four of the five largest U.S. companies by market capitalization are
classified as "technology companies," where the term describes the
products that these companies sell and how they operate.
Thanks to decades of investment in information technology, especially in
electronic communication networks, consumers now expect services to be
available instantly at their fingertips.
This statement is true for almost every industry and every aspect of daily
life, including financial transactions.
This evening, I will consider how technology is changing the delivery of
retail banking and payments services. I will discuss the roles of banks,
fintech companies, and other stakeholders in moving the United States
forward to a better payment system.
I will also review the Federal Reserve's collaboration with these payment
system stakeholders in pursuing that goal.
I will argue that, for policymakers as well as the private sector, the
challenge is to embrace technology as a means of improving convenience
and speed in the delivery of financial services, while also assuring the
security and privacy necessary to sustain the public's trust.
As always, the views I express here are my own.

Retail Banking Innovation
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As with so many sectors of the economy, technology is transforming the
retail banking sector. The banking industry has traditionally been
characterized by physical branches, privileged access to financial data, and
distinct expertise in analyzing such data.
But in today's world companies need not be bound by physical
infrastructure and related overhead expenses. For example, companies can
take advantage of an explosion in available data, and leverage advances in
computing power, via cloud computing, analytical tools, and off-the-shelf
machine learning tools, to make sense of those data.
The banking industry is adjusting to this world, and facing significant
challenges to traditional banking business models.
For example, today financial technology can support access to credit
through innovative approaches to gathering and analyzing data.
Historically, a customer seeking a loan has provided financial statements
to a bank or other traditional lending institution.
More recently, the use of a fintech platform may allow a lender to quickly
monitor and analyze more up-to-date data from a broader range of
sources, including those outside of the traditional lending process, to verify
an applicant's identity and make inferences about the applicant's overall
financial health.
For example, a business loan applicant could submit information such as
shipping data or customer reviews as additional input to more traditional
data sources.
With this additional information, the bank would have a more complete
picture of an applicant's day-to-day activity and overall financial capacity,
and potentially a greater ability to provide credit to customers, including
some who might have been otherwise denied a loan based on traditional
data.
Fintech firms are also finding ways to use banks' data, in some cases
without entering into an explicit partnership with the bank.
With customers' permission, fintech firms have increasingly turned to data
aggregators to "screen scrape" information from financial accounts.
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In such cases, data aggregators collect and store online banking logins and
passwords provided by the bank's customers and use them to log directly
into the customer's banking account.
This information can be used to provide consumers with convenient realtime snapshots of their financial information across multiple banks and
accounts.
These examples highlight that there is a balance that needs to be achieved
in this innovative environment.
On the one hand, new technologies have enabled banks and other firms to
find different ways of meeting consumers' demand for speed and
convenience. On the other hand, these same technologies raise new
considerations about data security and safety, as well as consumer privacy
and protection.
Policymakers and the financial industry must assure that enhanced
convenience and speed in financial services do not undermine the safety,
security, and reliability of those services.

Retail Payments Innovation
Technology is also shaping changes in retail payments. As with retail
banking, retail payments will need to evolve to meet consumer
expectations of constant connectivity and instant access while assuring
security and privacy.
It is not news that consumers' lives, including the way they pay, are now
intertwined with mobile phone usage. While the overall amount of time we
spend on our phones continues to grow, the duration of individual phone
sessions is actually shrinking.
In late 2015, Google estimated that the average mobile session lasts only 70
seconds, and may be repeated dozens of times per day.
As a result, payment innovators have had to create new ways to move
money that are not only fast and mobile-focused, but also sufficiently
"frictionless" that consumers can now fit commerce into these brief
interludes.
This development has ushered in a world of multiple smartphone apps that
allow for "instant" payments. We can use a payments app to move funds
instantly to anyone who has that app.
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Some banks have similarly collaborated to build faster payments
applications that leverage their deposit account systems. And we are
already moving to a world in which we need not open a special app or go to
our bank's website in order to send money.
Many people here will have taken an Uber or Lyft, and then paid your
driver without relaunching the app, much less reaching for your wallet.
Similarly, payment providers can now leverage the application
programming interfaces (APIs)-essentially the protocols-of smartphone
messaging services to integrate their payment tools directly into messaging
applications: Nowadays, consumers can simply "attach" money while
messaging a friend.
Innovation in retail payments can also offer tangible benefits to consumers
beyond convenience. Improvements in security, such as our ability to
authenticate consumers and detect fraudulent transactions, are also
possible through innovation.
For instance, mobile payments introduce a wide array of ways to
authenticate a consumer's identity, including two-factor authentication
codes sent via text message to the phone; biometrics, like a fingerprint or
face scan; device identification information; IP address; and geolocation
data. Similarly, increased access to transaction data and cloud computing
resources means that we have smarter, faster computational processes-like
enhanced neural networks-to detect payments that do not match a
consumer's spending patterns and help prevent fraudulent transactions.
Both security and convenience are crucial elements for successful
payments innovation.
Consumers will not store their funds in a system that is not secure and will
not want to transfer funds out of an otherwise secure system if the process
is cumbersome.

The Role of Banks in Payments Innovation
The examples I have highlighted so far illustrate payments innovations
from fintech firms and banks alike.
I want to spend a moment highlighting the special role of banks in the
payments process, and how banks are needed in order to create
innovations that can be used broadly across the economy.
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The traditional role of banks in the payments process has been to hold
deposits and enable their transfer from one individual or business to
another. A depositor might withdraw cash from the bank's ATM to pay a
friend or write a check to make a payment.
Over time, we have moved from ATMs and paper checks toward electronic
payments and online payments through banking platforms-payment
methods for which banks are still perceived as essential.
More recently, consumer-facing technology has become front and center.
At times, the payments process is so seamlessly integrated that one can
forget that there is even a bank in the process, as with the Uber and Lyft
example.
But despite this shift in focus, payments innovation is still fundamentally
about how, when, and where an individual's deposits can be held,
transferred, and packaged with other information.
And banks are still important players in making that happen. Even where
this reality is obscured by several layers of technology, there is almost
always a bank involved in consumer transactions.
Given their importance in holding and transferring funds, banks continue
to have a key role to play in the design and safety of more efficient retail
payment systems. Without bank participation, it would be difficult to
change how funds are transferred in a way that brings pervasive benefits to
consumers.
For example, if the aim is to capture the speed and continuous nature of
today's commerce in the payment system as a whole-as has become a focus
for many countries, including the United States-it would be difficult to do
so without banks allowing the transfer of their deposits on a 24x7 real-time
basis.
Of course, individual payment systems are already doing this for
consumers within their own network. But achieving these benefits on a
broad scale would be challenging without the banking system's
participation, because of the large role banks have in holding and
transferring funds.
All this is to say that we are at a critical juncture in the payment system's
evolution, where technology is rapidly changing many facets of the
payments process. Fintech firms and banks are seizing these technological
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changes in their own ways. But a collective and collaborative effort by all
payment stakeholders will also be important as the United States works to
achieve a payment system that has broad reach and can seamlessly
integrate with other systems to transfer funds in a reliable, secure, and
convenient manner.
When we pay with cash or write a check, we don't spend a lot of time
worrying about who our recipient banks with; that universality seems an
appropriate standard for new payment options as well.

Strategies for Improving the U.S. Payment System
At the Federal Reserve, we believe it is important to embrace opportunities
provided by technological change to improve the convenience and safety of
the U.S. payment system.
About five years ago, we launched our payment system improvement
initiative, which committed the Federal Reserve to working with the full
range of payments system stakeholders to achieve a faster, more secure
payment system. We saw that technology was transforming the nature of
commerce and end-user expectations for payment services.
We saw some players coming to market with innovative product offerings,
but it was a fragmented approach. Meanwhile, other countries were
advancing on initiatives to improve the speed and safety of their payment
systems, creating a gap between the U.S. payment system and those
abroad.
While the Federal Reserve does not have plenary authority over payment
systems, as is the case in some other countries, we have often played an
important role as a leader and catalyst for change.
It was in this role that we issued a call to action asking stakeholders to
come together in pursuit of a better payment system for the future-focusing
on speed, security, efficiency, international payments, and collaboration.
I believe a collaborative approach ensures that change is designed by those
whose commitment and expertise are needed to improve the payment
system.
Stakeholders - including banks, fintech companies, consumer groups,
regulators, and others - answered our call to action, signing up for two task
forces convened by the Federal Reserve.
____________________________________________________________________________________________________________
_________________________
International Association of Potential, New and Sitting Members of the Board of Directors (IAMBD)

P a g e | 51

More than 300 stakeholders joined the Faster Payments Task Force, and
around 200 joined the Secure Payments Task Force. Let me first touch
upon the Faster Payments Task Force, which has recently completed its
work.
The Faster Payments Task Force's mission was to identify and assess
alternative approaches for implementing a safe, ubiquitous, faster
payments system in the United States.
The task force began its work by developing a set of effectiveness criteria
laying out desirable attributes for faster payment solutions covering the
broad categories of ubiquity, efficiency, safety and security, speed, legal
framework, and governance.
While the task force was focused on improving speed and convenience, it
also underscored the importance of safety and security by establishing 11
criteria of a total of 36 focused on those objectives.
The task force encouraged its members to submit proposals for faster
payment solutions that would meet the criteria that its members had
agreed upon. A diverse range of task force members rose to the challenge
by submitting 16 proposals to be vetted against its criteria.
These proposals represent a broad universe of creative and innovative ways
to deliver faster payments by embracing technology. They range in
structure from solutions that use a centralized clearing and settlement
mechanism to others that focus on distributed networks. Some are based
on traditional assets held in transaction accounts, and others depend on
new asset forms like digital currencies.
The role of the task force process was not to recommend or implement a
faster payment solution, but rather to offer a range of ideas to move the
United States further along the path to a better payment system. We
believe that the task force has successfully carried out this role.
We are very grateful to the members of the Faster Payment Task Force for
all of their work and for the collaborative spirit they brought to the job. But
there is more to be done to advance our collective vision of a ubiquitous,
real-time, secure future payment system.
Last month, the Federal Reserve reaffirmed its commitment to that vision
in the paper, "Federal Reserve Next Steps in the Payments Improvement
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Journey," which outlines refreshed strategies and tactics that we, in
collaboration with the payment industry, will employ to make further
progress.
I will mention just a few.
One of the recommendations from the Faster Payments Task Force work
was to establish an industry governance framework for collaboration and
decision-making on faster payments.
To move forward in creating this framework, the task force established the
Governance Framework Formation Team to develop, publish, and solicit
public comment on a proposal for a governance framework.
This work group will carry out many of the task force recommendations
and the Federal Reserve, at the request of the task force, is chairing and
facilitating this effort.
In addition, the Federal Reserve is considering providing settlement
services-a traditional core function of a central bank-to address the future
needs of a ubiquitous real-time retail payments environment.
We plan to actively engage with the industry and other stakeholders to
further understand gaps and requirements for real-time retail payments
settlement and assess alternative models that will support needs over the
long term.
We also plan to explore and assess the need, if any, for other related
Federal Reserve services or capabilities. In carrying out this assessment, we
will be guided by current and potential market developments and
challenges, as well as our long-established criteria for offering new
products and services.
These criteria include the need to fully recover costs over the long term; the
expectation that the new service will yield clear public benefit; and the
expectation that other providers alone cannot be expected to provide the
service with a reasonable effectiveness, scope, and equity.
The Federal Reserve will also continue to support the ongoing work of the
Secure Payments Task Force.
This task force has been working to educate stakeholders on payment
security practices, risks, and actions that could enhance payment security.
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These are challenging topics, because they require stakeholders to be open
and forthcoming about potential vulnerabilities if there is to be substantial
progress.
The Federal Reserve will also pursue two new efforts focused on security.
Early in 2018, we plan to launch a study analyzing payment security
vulnerabilities. This study is similar to other research efforts that the
Federal Reserve has pursued to build foundational and collective
understanding of the U.S. payment system.
We also plan to build upon the contributions of the Secure Payments Task
Force to establish work groups focused on approaches for reducing the cost
and prevalence of specific payment security vulnerabilities. In a world of
ever-escalating threats to the integrity of our payment system, this
collective action is needed to sustain public confidence.
These were just a few of our new initiatives. The package of next steps the
Federal Reserve outlined in its recent paper confirm that we remain
steadfast in our commitment to work with industry and other stakeholders
to achieve a better payment system through both leadership and action.

Summary
Rapidly changing technology is providing a historic opportunity to
transform our daily lives, including the way we pay.
Fintech firms and banks are embracing this change, as they strive to
address consumer demands for more timely and convenient payments.
A range of innovative products that seamlessly integrate with other
services is now available at our fingertips.
It is essential, however, that this innovation not come at the cost of a safe
and secure payment system that retains the confidence of its end users.
The examples I have drawn upon today highlight that fintech firms and
banks must each play a role in assuring that enhancements to convenience
and speed do not undermine safety and security.
More broadly, the Faster and Secure Payments Task Forces demonstrate
the importance of broad and diverse stakeholder input, which are essential
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if the United States is to implement safe, ubiquitous real-time retail
payments.
Working together, we can achieve a safe and fast payments system that
meets the evolving needs of consumers and our dynamic economy.
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Sometimes small is beautiful, and less is more - a Small Banking
Box in EU banking regulation
Dr Andreas Dombret, Member of the Executive Board of the Deutsche
Bundesbank, at a lunch debate on proportionality in banking regulation at
the Representation of the State of Hesse to the European Union, Brussels.

1. Introduction: Striking the right balance

Ladies and gentlemen
At the end of the day, regulation is always about striking the right balance.
Regulators are always torn between "the stronger, the better" and
"sometimes less is more".
We need to strike the right balance - to find a middle ground - between too
weak and too constraining regulation. Today, I want to focus on a very
important - but frequently neglected - aspect of our balancing act: that
between setting robust standards for global banks, on the one hand, and
allowing different business models of the many small and medium-sized
banks in Europe to co-exist, on the other.
We are not quite there yet. The core problem is that our regulatory
architecture still lacks sufficient proportionality - in non-technical terms:
the rules are too complex for small, locally oriented banks.
Today I want to explain why this is the case - and why Europe's decision
makers should care. I will begin by outlining how the current regulatory
regime of complex rules that governs virtually all banks in the EU came
into being. Then, I will devote most of the rest of my speech to laying out a
solution for the EU's banking sector: the Small Banking Box - a separate set
of rules for smaller, locally oriented, and less risky institutions.
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2. International, complex rules for small, local banks
But let me first outline the challenge at hand: All banks in the EU are
subject to a single set of strong, but also complex and detailed, rules. These
rules are derived from an international standard developed in a global
forum. Why is this a problem?
International standards for the banking business are very important. In
fact, they are a key element of global financial stability. That's why the
Basel Committee, a global forum of regulatory authorities from the G20
nations, develops these standards.
But we need to keep in mind that these rules were originally designed to
level the playing field for internationally active banks across the globe. And
to prevent a regulatory race to the bottom among jurisdictions.
Naturally, they have therefore been fitted to the organisational structures,
the business models, of such large international banks. Since the adoption
of the international Basel II framework in 2005, the complexity of these
rules has mushroomed.
The Basel III reforms launched in response to the last financial crisis including the final elements of the Basel III package that we are currently
negotiating in Basel - have made the rules even more detailed and
complicated.
We have the guiding principle of the reforms to thank for this: riskoriented governance and regulation are there to help banks allocate capital
resources as efficiently as possible.
But in order to prevent undercapitalisation, this approach needs very
specific rules. This increases the compliance workload - that is, the effort
associated with meeting the requirements as well as demonstrating that
they've been met.
The Basel rules were made for large, internationally active banks - they
were not designed with small banks in mind.
Yet, in Europe, we adopted these rules for all European credit institutions
alike - including the thousands of small and medium-sized banks with
simple business models and regional focus.
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The motivation for this one-size-fits-all-regulation was to have a single set
of rules for the single market. The EU's primary goal of a common, single
market meant that one single set of rules was preferred over differentiated
sets of rules. Proportionality - the principle that rules must be
proportionate to the issue they address - played only a secondary role.
While this makes good political sense, it has had serious side effects - as it
favours large, internationally active banks over smaller institutions.
Particularly for credit institutions that are able to strongly optimise their
employment of capital in order to benefit from higher returns, this is worth
all the effort.
And it's worth it for especially large credit institutions because they can
profit from economies of scale where fixed costs per product fall as the
volume of business increases. This then also makes it easier to finance a
larger compliance department.
Smaller, regionally based institutions, however, cannot normally rely on
these economies of scale or a strong risk appetite as a source of income.
Seen from a single-entity perspective, the cost of regulation is similar or
even higher for these banks, but their ability to take advantage of these
complex strategies is somewhat weaker.
In other words, the complicated risk-oriented approach favours banks with
a large organisation, whose activities are more complex and which take on
greater risks.
The reason we should be giving this more thought is that the vast majority
of European banks - around 7,000 in all - are smaller institutions.
The lack of proportionality is a serious concern. In my eyes, it entails at
least three issues.
First of all, small banks simply do not have the resources to cope with the
sheer volume of regulation. Employing another eighty employees for
compliance is quite manageable for a large international bank. But to a
small institution with only fifteen or twenty FTEs, another two
administrative staff members might well no longer be affordable. Thus
rules create distortions in banking business.
New regulation typically need not worry about such business distortions if
it serves the greater good. Anti-smoking regulation, for instance, is actually
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intended to interfere with the tobacco market. But in the case of banking
regulation, the situation is different.
Some requirements developed for large international banks have proved
ineffective for small credit institutions, simply because these enterprises
are less complex, do not engage in comparable business fields and are thus
exposed to fewer risks. Ineffective regulatory burdens are the second issue
for smaller institutions.
The third concern is about potential financial stability issues. Due to their
local focus, small institutions perform an essential function in funding
small and medium-sized enterprises.
And during the crisis years, small institutions have proven to be more
robust - not least due to their simple and less risky business models. Thus
one-size-fits-all-regulation threatens the healthy diversity of the European
banking landscape.

3. Sometimes small is beautiful, and less is more: The Small
Banking Box
This has spurred the European Commission to take action. In November
2016, it put forward its proposals for strengthening proportionality as part
of the general overhaul of EU banking regulation. These proposals include
important changes to the small print, and I am certain that we will be able
to roll out a number of meaningful initial improvements.
That said, the proposals don't go far enough. Therefore, I strongly support
more graduated regulation, including a simple set of rules for small and
non-complex banks. I call this more fundamental solution the Small
Banking Box.
The blueprint for this idea was drafted in a German Expert Working
Group. The aim of this group was to develop specific proposals on how to
fundamentally alleviate the burden of regulation on small institutions with
simple business models.
And it delivered on that aim. The outcome is a "non-paper" which the
Federal Ministry of Finance put before the competent expert group of the
European Commission in June this year. Let me briefly walk you through
the approach.

4. The "Who"
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First, let me address the "Who?", namely the intended addressees of the
relief measures. The proposal follows a three-tier approach.
At the very top are the systemically important and potentially systemically
risky institutions - the smallest group in terms of numbers but extremely
important in terms of risk. Nothing will change for these institutions. They
remain subject to the full Basel III requirements, additional capital buffers,
total loss absorbing capacity, and so on.
The second group includes institutions which are neither large and
systemically important nor small and low-risk, which is why it is not
possible to make extensive simplifications for them. Nonetheless, some
targeted relief measures should be taken by making specific amendments
to the current regulations.
Finally, the third group is made up of small and non-complex institutions the banks that are most affected by the fixed costs of regulation. This group
- the largest in number - would see its cost burden alleviated radically by
means of a separate regulatory device: the Small Banking Box.
The burning question now, of course, is which institutions belong in which
group - and particularly, which banks could be included in the Small
Banking Box. These classifications have to be balanced carefully, and this
should be part of a European-level discussion.
Importantly, size wouldn't be the only criterion. I've already said that not
only do institutions in the Small Banking Box have to be relatively small,
they also must not be too complex. This is why we will need additional
criteria that prevent institutions with riskier business models from being
part of the simplified regime.
Experience has taught us, however, that there will almost never be a
perfect list of criteria that covers every eventuality. This is why the final
decision should always rest with supervisors. Should they have serious
misgivings, they can opt not to subject an institution to the simplified rules.
They can also take into account the systemic risks arising from the
connectedness of several small institutions - that is to say, small banks
which are "too many to fail".
This set of options should not be a one-way street. I believe that
institutions that would be considered eligible for the Small Banking Box
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should also nevertheless have the option of being supervised under the
more complex rules.

5. The "What"
That leaves the second key question: what exactly might the box look like?
Here we must aim right at the heart of the problem, namely, the paperwork
which the complex requirements create in various areas.
Some of these requirements could be completely eliminated for institutions
in the Small Banking Box. I could, for instance, imagine largely exempting
small banks from disclosure requirements and abolishing remuneration
rules for them.
In addition, they could be absolved from recovery and resolution planning.
Full exemption from other requirements would be a step too far. But that
should not prevent us from trying to make life easier for small banks. For
example, reporting could be reduced to a core reporting process - a
standardised reporting approach, if you will.
When designing the Small Banking Box we must weigh up the benefits for
supervisors, i.e. ensuring financial stability, against the burden it creates
for banks. As a rule of thumb, we can say that any rules that are
dispensable for effective supervision are up for negotiation.
Conversely, however, that also means that a lot of rules are not up for debate. And that brings me to the limits of the Small Banking Box.
Importantly, there can be no concessions regarding risk-based capital
ratios, the leverage ratio or the short-term liquidity ratio. And the list goes
on.
Small banks' business models are neither per se simple nor automatically
low-risk - and that is particularly true when looking at them as a whole.
The new regime must therefore be simple yet robust.
Whatever happens, financial stability must be guaranteed.

6. Conclusion
Ladies and gentlemen
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Europe's banking sector is still struggling with the legacy of the financial
crisis. Regulatory reform has made sure that this is done in line with clear,
strong rules.
But: In 20 years, do we want Europe's economy to be served by 50 banks all of them much too big to fail - and not interested in financing rural
development? Or do we want a robust sector with several thousand
institutions - with very different business models, serving the different
needs of different customers? This future banking sector is what I imagine
for a robust European economy - it is agile and it is resilient!
I am deeply convinced that it is worth to change regulations toward this
end.
We need to strike a better balance between setting standards for
internationally active banks and allowing for different business models of
the thousands of small and medium-sized banks in Europe.
Clearly, we can only meet this task at European level. That's why we need
to move forward with proportionality within the current review process of
CRR and CRD IV. But we must also push for a more fundamental solution.
Therefore, I am calling on the Commission Expert Group on Banking,
Payment and Insurance to give priority to the work on proportionality - the
Small Banking Box is the most effective and efficient strategy to enhance
proportionality.
More debate is needed on this topic. And that's why I am pleased to see
that we have gathered such a diverse group of experts and stakeholders
here today. I am now looking forward to hearing your views and discussing
them with you.
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Cyber-enabled intimidation of NATO personnel in Baltics

According to open source reporting, advanced surveillance techniques
(possibly including drone monitoring and/or IMSI grabbing) are being
used to pull data from personal smartphones of NATO personnel despite
warnings not to use them following previous incidents.
There are accounts of personnel then being approached in public by
individuals who convey details pulled from smartphones – in one example
details about the personnel’s family.
This is not the first time NATO personnel operating in Europe have
reported call interference or unusual behaviour by their mobile phones.
Mobile devices operating over the public telephone system are susceptible
to exploitation including interception of communications or tracking of the
user.
The capability to mount operations against personal electronic devices,
including the use of rogue cell towers is within technical and financial
reach of well-resourced threat actors.
However, the more recent reporting is different as exploitation of devices
has been followed up by personal approaches.
It is almost certain that personal mobile devices will increasingly become
targets for a wide range of threat actors due to the amounts of personal
information they hold, which is useful for espionage, targeting and
criminal purposes.
Personal mobiles are susceptible to a range of compromise vectors and
have widely varying levels of cyber hygiene.
This threat could expand beyond NATO personnel to businesses operating
in the region or individuals traversing these areas on business or personal
trips.
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The Importance of Diversity and Inclusion to Fulfilling our
Mission

Welcome to the launch of the PCAOB Diversity and Inclusion program.
This program means a lot to us – to our continued growth and success as
an organization, to our mission to serve the public good, and to our
involvement with different cultures around the building and around the
world.
As we mark the PCAOB's 15 year anniversary next year, I'm reminded that
everything good about the PCAOB comes from you, and our shared effort
to do well and take pride in our work.
Our people make us who we are. Our Diversity & Inclusion program has an
important role to play in reminding us of that, and how important it is to
honor, respect and support all of our people.
A focus on D&I is vital to enrich our ability to attract, retain, and develop
an exceptional workforce; and to encourage each other to draw upon our
unique experiences, skills and knowledge in ways that enhance the
PCAOB's ability to fulfill its mission.
I want to emphasize the importance of inclusive leadership at the PCAOB.
It means sharing information, breaking down silos, encouraging
collaboration, and opening yourself up to trying new things. And it always
means continually working to build more trust and more mutual reliance
on each other.
It means encouraging and respecting diverse points of view. Creating a
climate that supports honest, open dialogue can only enhance our ability to
communicate, work in teams and problem solve effectively.
Robust discussion, even spirited argument, do not crowd out that respect
and support we are talking about. Rather, vigorous debate confirms mutual
respect and allows for creativity and increased engagement.
Under the capable leadership of our D&I champions, Shaneen Trotman
and Jacqueline Blount, we begin a new chapter in the PCAOB's growth and
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development as an effective, creative, and innovative organization for the
public good.
But the responsibility for creating and maintaining a diverse workforce and
an inclusive workplace is all of ours. Board members and directors need to
set the tone. But each one of us needs to do our part.
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UPCOMING EBA PUBLICATIONS (OCTOBER–DECEMBER
2017)

To read it:
https://www.eba.europa.eu/documents/10180/1987148/EBA+Press+New
sletter+-+October+-+December+2017.pdf/fd1b77f9-de84-4064-a91dc4970c1b8771
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The Internet of Things: when your washing machine and blood
pressure monitor become a target for cyberattacks
Europol-ENISA conference tackles security challenges of IoT

With at least 20 billion devices expected to be connected to the internet by
2020, the Internet of Things (IoT) is here to stay.
While it has many undeniable positive effects, the threats and risks related
to the IoT are manifold and they evolve rapidly.
For this reason, ENISA and Europol joined forces to tackle these security
challenges by organising a dedicated two-day conference on 18 and 19
October 2017, which was attended by more than 250 participants from the
private sector, security community, law enforcement, the European
Computer Security Incident Response Teams (CSIRT) community and
academia.
The Internet of Things is a wide and diverse ecosystem where
interconnected devices and services collect, exchange and process data in
order to adapt dynamically to a context.
In simpler words, it makes our cameras, televisions, washing machines and
heating systems ‘smart’ and creates new opportunities for the way we work,
interact and communicate, and how devices react and adapt to us.
It is important to understand how these connected devices need to be
secured and to develop and implement adequate security measures to
protect the Internet of Things from cyber threats.
Beyond technical measures, the adoption of IoT has raised many new legal,
policy and regulatory challenges, broad and complex in scope. In order to
address these challenges, cooperation across different sectors and among
different stakeholders is essential.
The risk of criminals ‘weaponising’ insecure IoT devices was already
identified in the 2014 and 2015 editions of Europol’s Internet Organised
Crime Threat Assessments and in ENISA’s 2016 Threat Landscape Report.
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It became a reality at the end of 2016 with several DDoS attacks of
unprecedented scale originating from the Mirai botnet.
It must be assumed that cybercriminals will develop new variants and
enlarge the variety of IoT devices affected by this type of malware.
This joint Europol-ENISA conference, the first one on the topic, provided
the opportunity for all the relevant stakeholders to come together, discuss
the challenges faced and identify possible solutions, building on existing
initiatives and frameworks. A specific focus was on the role of law
enforcement in responding to the criminal abuse of the IoT.
The two-day meeting was testimony to the willingness of all the relevant
international actors to ensure that the many benefits of the IoT can be fully
realised by jointly addressing the security challenges and combating the
criminal abuse of such devices, ultimately making cyberspace a safer place
for all.
To read more:
https://www.enisa.europa.eu/news/enisa-news/the-internet-of-thingswhen-your-washing-machine-and-blood-pressure-monitor-become-atarget-for-cyberattacks
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Disclaimer
The Association tries to enhance public access to information about risk and
compliance management.
Our goal is to keep this information timely and accurate. If errors are brought to
our attention, we will try to correct them.
This information:
is of a general nature only and is not intended to address the specific
circumstances of any particular individual or entity;
should not be relied on in the particular context of enforcement or similar
regulatory action;
-

is not necessarily comprehensive, complete, or up to date;

is sometimes linked to external sites over which the Association has no
control and for which the Association assumes no responsibility;
is not professional or legal advice (if you need specific advice, you should
always consult a suitably qualified professional);
-

is in no way constitutive of an interpretative document;

does not prejudge the position that the relevant authorities might decide
to take on the same matters if developments, including Court rulings, were to
lead it to revise some of the views expressed here;
does not prejudge the interpretation that the Courts might place on the
matters at issue.
Please note that it cannot be guaranteed that these information and documents
exactly reproduce officially adopted texts.
It is our goal to minimize disruption caused by technical errors. However some
data or information may have been created or structured in files or formats that
are not error-free and we cannot guarantee that our service will not be
interrupted or otherwise affected by such problems.
The Association accepts no responsibility with regard to such problems incurred
as a result of using this site or any linked external sites.
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International Association of Potential, New and Sitting Members
of the Board of Directors (IAMBD)
1. Membership - Become a standard, premium or lifetime member.
You may visit:
www.members-of-the-boardassociation.com/HowToBecomeMember.html
2. Monthly Updates - Subscribe to receive (at no cost) Basel II / Basel III
related alerts, opportunities, updates and our monthly newsletter:
http://forms.aweber.com/form/77/609193677.htm
3. Training and Certification - Become a Certified Member of the Board of
Directors (CMBD), Certified Member of the Risk Committee of the Board
of Directors (CMRBD) or Certified Member of the Corporate Sustainability
Committee of the Board of Directors (CMCSCBD).
You must follow the steps described at:
www.members-of-the-boardassociation.com/Distance_Learning_and_Certification.htm
www.basel-iiiassociation.com/Basel_III_Distance_Learning_Online_Certification.html
For instructor-led training, you may contact us. We can tailor all programs
to your needs.
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